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    MetamorphicCrypto
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NaCl-compatible encryption for Elixir — server-side.
Symmetric and public-key encryption, Argon2id key derivation,
ML-KEM-512/768/1024 + X25519 hybrid post-quantum encryption, and human-readable
recovery keys — powered by Rust NIFs with precompiled binaries.
key = MetamorphicCrypto.generate_key()
{:ok, ciphertext} = MetamorphicCrypto.encrypt("hello", key)
{:ok, "hello"} = MetamorphicCrypto.decrypt(ciphertext, key)
Installation
Add metamorphic_crypto to your mix.exs:
def deps do
  [
    {:metamorphic_crypto, "~> 0.2"}
  ]
end
Then:
mix deps.get

That's it. Precompiled NIF binaries download automatically for your platform.
No Rust toolchain, no C compiler, no system packages.
Why not enacl?
enacl wraps libsodium via C NIFs. It requires libsodium headers installed
system-wide, a C compiler toolchain, and often breaks on OTP upgrades or macOS
updates. CI pipelines need extra setup. Docker builds need libsodium-dev.
MetamorphicCrypto produces identical ciphertext (same NaCl wire format) but
ships as precompiled binaries — mix deps.get and it works. No system deps,
no compilation headaches, no chasing build failures across platforms.
Quick Start
Symmetric Encryption (SecretBox)
XSalsa20-Poly1305 authenticated encryption. Same format as libsodium.
key = MetamorphicCrypto.generate_key()

{:ok, ciphertext} = MetamorphicCrypto.encrypt("sensitive data", key)
{:ok, "sensitive data"} = MetamorphicCrypto.decrypt(ciphertext, key)
Public-Key Encryption (Sealed Box)
Anonymous encryption to a recipient's public key. Only they can decrypt.
{public_key, private_key} = MetamorphicCrypto.generate_keypair()

{:ok, sealed} = MetamorphicCrypto.seal("for your eyes only", public_key)
{:ok, "for your eyes only"} = MetamorphicCrypto.unseal(sealed, public_key, private_key)
Post-Quantum Hybrid Encryption
Three security levels available, spanning the full standardized ML-KEM range
(NIST categories 1/3/5). Cat-3 (ML-KEM-768, ~AES-192) is the default. Cat-5
(ML-KEM-1024, ~AES-256) is available for highest-security use cases, and Cat-1
(ML-KEM-512, ~AES-128) for lightweight/constrained ones.
# Cat-3 (default) — ML-KEM-768 + X25519
{pq_pk, pq_sk} = MetamorphicCrypto.Hybrid.generate_keypair()

{:ok, ciphertext} = MetamorphicCrypto.Hybrid.seal("quantum-safe", pq_pk)
{:ok, "quantum-safe"} = MetamorphicCrypto.Hybrid.open(ciphertext, pq_sk)

# Cat-1 (opt-in) — ML-KEM-512 + X25519, lightest standardized tier
{pq_pk_512, pq_sk_512} = MetamorphicCrypto.Hybrid.generate_keypair_512()

{:ok, ciphertext} = MetamorphicCrypto.Hybrid.seal_512("quantum-safe", pq_pk_512)
{:ok, "quantum-safe"} = MetamorphicCrypto.Hybrid.open(ciphertext, pq_sk_512)

# Cat-5 (opt-in) — ML-KEM-1024 + X25519, highest security
{pq_pk_1024, pq_sk_1024} = MetamorphicCrypto.Hybrid.generate_keypair_1024()

{:ok, ciphertext} = MetamorphicCrypto.Hybrid.seal_1024("top secret", pq_pk_1024)
{:ok, "top secret"} = MetamorphicCrypto.Hybrid.open(ciphertext, pq_sk_1024)
open/2 auto-detects the ciphertext format from the version tag byte:
	Version	Format	Security
	(none)	Legacy X25519 sealed box	Classical
	0x01	ML-KEM-512 + X25519 (Cat-1)	~AES-128, NIST Category 1
	0x02	ML-KEM-768 + X25519 (Cat-3)	~AES-192, NIST Category 3
	0x03	ML-KEM-1024 + X25519 (Cat-5)	~AES-256, NIST Category 5

This means you can upgrade security levels progressively — existing ciphertext
always decrypts correctly regardless of which level it was sealed at.
CNSA 2.0 Suite Axis (opt-in)
The suite axis is orthogonal to the security level: level picks the
ML- parameter set, suite picks the composition posture*. :hybrid (the
existing ML-KEM + X25519 / ML-DSA + Ed25519 strict-AND construction) stays the
default and is byte-for-byte unchanged. Two opt-in suites are available:
	:hybrid_matched — the classical partner is matched to the PQ category so it
is never the weak link (KEM: Cat-3 → X448, Cat-5 → P-521 ECDH; signatures:
Cat-3 → Ed448, Cat-5 → hedged ECDSA-P-521).
	:pure_cnsa2 — pure post-quantum, Cat-5 only (ML-KEM-1024 + AES-256-GCM,
or ML-DSA-87), no classical half — the NSA CNSA 2.0 box.

# Pure CNSA 2.0 KEM/seal (ML-KEM-1024 + AES-256-GCM)
{:ok, {pk, sk}} = MetamorphicCrypto.Hybrid.generate_keypair_suite(:pure_cnsa2, :cat5)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal_suite("top secret", pk, :pure_cnsa2, :cat5)
{:ok, "top secret"} = MetamorphicCrypto.Hybrid.open(ct, sk)

# Per-tenant context label (bound into HKDF info + GCM AAD)
{:ok, ct} =
  MetamorphicCrypto.Hybrid.seal_suite("secret", pk, :pure_cnsa2, :cat5,
    context_label: "mosslet/seal/v1")
{:ok, "secret"} = MetamorphicCrypto.Hybrid.open(ct, sk, "mosslet/seal/v1")

# Pure CNSA 2.0 signatures (ML-DSA-87) — sign/verify auto-detect the suite
{:ok, kp} = MetamorphicCrypto.Sign.generate_signing_keypair_suite(:pure_cnsa2, :cat5)
{:ok, sig} = MetamorphicCrypto.Sign.sign("checkpoint", "metamorphic/sign/v1", kp.secret_key)
true = MetamorphicCrypto.Sign.verify("checkpoint", "metamorphic/sign/v1", sig, kp.public_key)
New wire tags: 0x10 PureCnsa2 (Cat-5), 0x13 HybridMatched Cat-3, 0x14
HybridMatched Cat-5. The matched Cat-1 rung reuses the existing 0x01 X25519
construction. Hybrid.open/2 auto-detects every tag; pass an explicit label to
open/3 only when you sealed with a non-default :context_label.
Honest posture: CNSA 2.0 algorithm suite, NCC-audited primitives,
pure-Rust and memory-safe (#![forbid(unsafe_code)] at our layer) — not
"FIPS 140-3 validated." :hybrid stays the recommended default: its
strict-AND classical backstop guards against a lattice-implementation flaw
until those implementations are independently audited. :pure_cnsa2 is
standards-compliant but drops that backstop.

Unified Seal/Unseal (Auto-Detecting)
Automatically uses PQ when available, falls back to classical. Detects format
on decrypt — old and new ciphertexts coexist seamlessly.
{pk, sk} = MetamorphicCrypto.Keys.generate_keypair()
{pq_pk, pq_sk} = MetamorphicCrypto.Hybrid.generate_keypair()

# Encrypts with hybrid PQ
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("secret", pk, pq_public_key: pq_pk)

# Decrypts (auto-detects format)
{:ok, "secret"} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk, pq_secret_key: pq_sk)
Key Derivation (Argon2id + HKDF-SHA512)
MetamorphicCrypto.KDF has two KDFs — pick by what your input is:
	Argon2id — stretch a low-entropy password into a key (slow, memory-hard).
	HKDF-SHA512 — combine/diversify already-high-entropy secret material
with domain separation (fast, RFC 5869).

Derive a session key from a password (libsodium interactive params: 64 MiB, 2
iterations):
salt = MetamorphicCrypto.Keys.generate_salt()
{:ok, session_key} = MetamorphicCrypto.KDF.derive_session_key("user password", salt)
Derive a wrapping key from one or more secrets with HKDF-SHA512. Base64 in,
base64 out — byte-for-byte identical across native Rust, the WASM build
(hkdfSha512), and @noble/hashes / WebCrypto, so a key derived in the browser
re-derives identically here. info is a versioned domain-separation label:
# e.g. combine a password-derived key with a WebAuthn-PRF output into one
# 32-byte wrapping key (the combine itself runs in the browser; the server
# never sees the inputs).
ikm = Base.encode64(password_key <> prf_output)
{:ok, wrapping_key} =
  MetamorphicCrypto.KDF.hkdf_sha512(wrap_salt_b64, ikm, "mosslet/user_key-wrap/v1", 32)
Use HKDF, not a bare hash, for secrets. HKDF-SHA512 is the correct way to
derive a key from secret input keying material — especially when combining
more than one secret. Reserve the SHA-3/SHA-2 helpers below for public
data only. An empty salt means "not provided" (RFC 5869 §2.2). Max output is
255 * 64 = 16320 bytes.

Recovery Keys
Human-readable backup keys (like Matrix or Signal recovery codes).
{:ok, recovery_key, secret} = MetamorphicCrypto.Recovery.generate()
# recovery_key => "ABCDE-FGHJK-LMNPQ-RSTUV-..."

# Back up a private key
{:ok, backup} = MetamorphicCrypto.Recovery.encrypt_private_key(private_key, secret)

# Restore later
{:ok, restored_secret} = MetamorphicCrypto.Recovery.key_to_secret(recovery_key)
{:ok, private_key} = MetamorphicCrypto.Recovery.decrypt_private_key(backup, restored_secret)
Key Generation (Mix Task)
mix metamorphic_crypto.gen.key

Hashing (SHA-3 / SHA-2)
Public-data hashing for key fingerprints, safety numbers, and
key-transparency-log entries — the same audited primitive used by the browser
WASM build, so digests are byte-for-byte identical across native and browser.
Base64 in, base64 out. Standardize on SHA3-512, and use the
domain-separated variant (with a versioned context label) for anything
identity-like:
# General-purpose SHA3-512
{:ok, digest} = MetamorphicCrypto.sha3_512(Base.encode64("public data"))

# Recommended for fingerprints / safety numbers / log entries
{:ok, fingerprint} =
  MetamorphicCrypto.sha3_512_with_context(
    "mosslet/key-fingerprint/v1",
    Base.encode64("public key bytes")
  )

# Full menu lives in MetamorphicCrypto.Hash: sha3_512, sha3_256, sha256, sha512,
# sha3_512_with_context (+ ! variants).
Want hex instead of base64? digest |> Base.decode64!() |> Base.encode16(case: :lower).
Public data only. These digests are for data whose input and output are
both meant to be public. They intentionally add no zeroize/constant-time
ceremony. Do not hash secrets (passwords, private keys) with them — use
MetamorphicCrypto.KDF.derive_session_key/2 (Argon2id, from a password) or
MetamorphicCrypto.KDF.hkdf_sha512/4 (HKDF, from secret key material) instead.

Signatures (hybrid ML-DSA + Ed25519)
Hybrid post-quantum signatures for transparency logs and key-transparency work
— every artifact is signed by both ML-DSA (FIPS 204) and Ed25519, and
verification requires both (strict AND), so an attacker must break a lattice
and an elliptic-curve scheme to forge. Keys and signatures are base64; the
message is a raw binary and the context a UTF-8 label.
# Cat-3 (ML-DSA-65 + Ed25519) is the default; :cat2 and :cat5 also available
kp = MetamorphicCrypto.generate_signing_keypair()

{:ok, sig} =
  MetamorphicCrypto.sign("log entry", MetamorphicCrypto.Sign.sign_context_v1(), kp.secret_key)

true = MetamorphicCrypto.verify("log entry", "metamorphic/sign/v1", sig, kp.public_key)

# Re-derive the verifying key from a (recovered) secret — byte-identical
{:ok, pk} = MetamorphicCrypto.derive_public_key(kp.secret_key)
ML-DSA uses the hedged/randomized FIPS 204 mode, so signature bytes are
non-reproducible (both verify). The wire format — version tags, byte layout,
and the I2OSP(len(ctx), 8) || ctx || msg domain separation — is deterministic,
so derive_public_key/1 reproduces a verifying key byte-identically across
native, WASM, and this NIF (this is what keeps a TOFU-pinned key stable through
account recovery). Full menu in MetamorphicCrypto.Sign.
Keep the secret_key sensitive. It is a 65-byte base64 blob. The native
core zeroizes seed material on drop, but the Elixir base64 string is a regular
binary — store it encrypted at rest and avoid logging it.

Composite artifacts are self-describing. MetamorphicCrypto.Sign.signature_posture/1
(public key) and signature_posture_from_signature/1 (signature) report the
{suite, level} a key or signature declares — as typed atoms
(:hybrid | :hybrid_matched | :pure_cnsa2, :cat2 | :cat3 | :cat5) — without
exposing the raw wire tag, for a "declared == observed" check alongside verify/4.
Message Authentication (HMAC-SHA256)
Generic keyed MAC (RFC 2104 / FIPS 198-1) — the primitive the IETF KEYTRANS
standard suites use for commitments. Base64 in/out, byte-identical across native
Rust, WASM, and this NIF.
{:ok, tag} =
  MetamorphicCrypto.Mac.hmac_sha256(Base.encode64(key), Base.encode64(message))
Verifiable Random Functions (ECVRF, RFC 9381)
A VRF maps an input alpha to a pseudorandom output beta plus a proof pi
that anyone can verify against the public key — giving index privacy with a
verifiable, non-equivocable mapping (the basis for CONIKS-style key
transparency). Two RFC 9381 ciphersuites are provided:
	Module	Ciphersuite (RFC 9381)	Suite	KEYTRANS suite
	MetamorphicCrypto.Vrf	ECVRF-Edwards25519-SHA512-TAI	0x03	KT_128_SHA256_Ed25519
	MetamorphicCrypto.VrfP256	ECVRF-P256-SHA256-TAI	0x01	KT_128_SHA256_P256

%{secret_key: sk, public_key: pk} = MetamorphicCrypto.Vrf.generate_keypair()
alpha = Base.encode64("identity index")

{:ok, pi} = MetamorphicCrypto.Vrf.prove(sk, alpha)

# A valid proof returns the VRF output; a cryptographic reject is :invalid;
# a malformed input is {:error, reason}.
{:ok, beta} = MetamorphicCrypto.Vrf.verify(pk, alpha, pi)
:invalid = MetamorphicCrypto.Vrf.verify(pk, Base.encode64("other"), pi)
These VRFs are classical. ECVRF is elliptic-curve (not post-quantum) and
protects exactly one property: KEYTRANS index privacy. Integrity,
authenticity, and the hash-based commitments are post-quantum and do not rely
on the VRF. Not FIPS-validated.

Architecture Patterns
When to Use This Library
MetamorphicCrypto runs server-side in the BEAM VM. Use it when:
	You're replacing enacl — drop-in replacement with precompiled binaries
(no libsodium C compilation), same wire format, plus post-quantum
	Your server legitimately holds encryption keys — server-side NaCl crypto
that's faster than pure Elixir and wire-compatible with libsodium clients
	You need post-quantum encryption server-side — ML-KEM-768 + X25519, first
on Hex
	You're transitioning to ZK incrementally — existing server-side operations
stay on MetamorphicCrypto while new features move to client-side WASM
	Tests and fixtures — generate NaCl-compatible ciphertext in ExUnit tests

What This Library Does NOT Do
This library does not give you client-side zero-knowledge encryption. For
full ZK where the server never sees plaintext, the encryption must happen in
the browser — that requires the WASM build of the same Rust core, loaded via
a LiveView JS hook.
In a full ZK architecture (like Metamorphic), the
server is a dumb storage layer. The client does all the crypto. The server
doesn't need this library for that — it just stores and retrieves opaque blobs.
Full Zero-Knowledge Architecture
If you want to build a ZK app, see the
Zero-Knowledge Guide. The short version:
	Client (WASM): does ALL the encryption/decryption
	Server: stores opaque ciphertext, orchestrates key distribution events,
wraps blobs with Cloak for defense-in-depth
	This library's role: optional — useful during migration, for generating
test fixtures, or if you have specific server-side operations that need
NaCl-compatible crypto

┌─────────────────────────────────────────────────────────────────┐
│  Client (browser)                                               │
│                                                                 │
│  password ──► Argon2id KDF ──► session_key                      │
│                                    │                            │
│                            decrypt private_key                  │
│                                    │                            │
│  plaintext ──► metamorphic-crypto (WASM) ──► ciphertext ──────┐ │
│                                                               │ │
└───────────────────────────────────────────────────────────────┼─┘
                                                                │
                                                         ───────┼──────
                                                                │
┌───────────────────────────────────────────────────────────────┼─┐
│  Server (Phoenix/LiveView)                                    ▼ │
│                                                                 │
│  Receives opaque ciphertext (cannot decrypt)                    │
│  Cloak wraps it in AES-256-GCM before writing to DB             │
│  (defense-in-depth against DB-level compromise)                 │
│                                                                 │
│  MetamorphicCrypto (optional): test fixtures, migration helper  │
└─────────────────────────────────────────────────────────────────┘
Pattern: Replacing enacl
If you currently use enacl for server-side NaCl crypto, MetamorphicCrypto
is a direct replacement with better DX:
# Before (enacl — requires compiling libsodium)
:enacl.crypto_secretbox(plaintext, nonce, key)

# After (MetamorphicCrypto — precompiled, no C toolchain)
MetamorphicCrypto.SecretBox.encrypt(plaintext, key)
Same ciphertext format. No data migration needed.
Pattern: Transitioning to Zero-Knowledge
If your app currently does server-side encryption (with enacl or Cloak):
	Replace enacl with MetamorphicCrypto (same wire format, no migration)
	Add the WASM client to your Phoenix app (LiveView JS hooks)
	Move operations to the client one by one — new features use client-side
crypto, old features stay server-side temporarily
	Eventually the server only stores opaque blobs and you may not need
this library at all for user-data crypto

MetamorphicCrypto makes step 1 easy and ensures wire compatibility between
server and client during the transition (both produce identical ciphertext
from the same Rust core).
Using with Cloak
MetamorphicCrypto and Cloak solve different problems:
		Cloak	MetamorphicCrypto
	Purpose	Server-side encryption-at-rest	NaCl-compatible crypto primitives
	Who holds the key	Server (env vars)	Depends on your architecture
	Cipher	AES-256-GCM	XSalsa20-Poly1305, ML-KEM-512/768/1024
	Key rotation	Built-in	—
	Ecto types	Binary, Map, Integer, HMAC	—
	Use for	PII at rest, blind indexes	NaCl ops, enacl replacement, PQ

For encrypted Ecto fields and blind indexes, use Cloak. For NaCl-compatible
encryption operations and post-quantum crypto, use MetamorphicCrypto.
Modules
	Module	Purpose
	MetamorphicCrypto	Top-level convenience API
	MetamorphicCrypto.SecretBox	XSalsa20-Poly1305 symmetric encryption
	MetamorphicCrypto.BoxSeal	X25519 anonymous sealed box
	MetamorphicCrypto.Hybrid	Post-quantum KEM/seal: ML-KEM-512/768/1024 + X25519 hybrid, plus the opt-in CNSA 2.0 suite axis (matched-strength hybrid · pure ML-KEM-1024)
	MetamorphicCrypto.Seal	Unified seal/unseal with auto-detection
	MetamorphicCrypto.KDF	Key derivation: Argon2id (passwords) · HKDF-SHA512 (secret key material, RFC 5869)
	MetamorphicCrypto.Keys	Key generation and private key management
	MetamorphicCrypto.Hash	SHA3/SHA2 hashing for public data (fingerprints, safety numbers)
	MetamorphicCrypto.Mac	HMAC-SHA256 keyed message authentication (RFC 2104)
	MetamorphicCrypto.Sign	Post-quantum signatures: ML-DSA + Ed25519 (strict-AND), plus the opt-in CNSA 2.0 suite axis (matched-strength hybrid · pure ML-DSA-87)
	MetamorphicCrypto.Vrf	Verifiable random function: ECVRF-Edwards25519-SHA512-TAI (RFC 9381)
	MetamorphicCrypto.VrfP256	Verifiable random function: ECVRF-P256-SHA256-TAI (RFC 9381)
	MetamorphicCrypto.Recovery	Human-readable recovery keys

Wire Format Compatibility
All ciphertext produced by this library is byte-compatible with:
	libsodium / NaCl (symmetric + sealed box)
	TweetNaCl.js (symmetric + sealed box)
	enacl (Erlang libsodium bindings)
	The metamorphic-crypto WASM module (browser clients)

This means you can:
	Replace enacl in existing projects with no data migration
	Decrypt on the server what was encrypted in the browser (and vice versa)
	Incrementally adopt post-quantum encryption without breaking existing data

Deployment
No special deployment steps required. Precompiled binaries cover:
	Platform	Architectures
	Linux (glibc)	x86_64, aarch64
	macOS	x86_64, aarch64 (Apple Silicon)
	Windows	x86_64

If you deploy to a platform not listed above, set METAMORPHIC_CRYPTO_BUILD=true
and ensure Rust is available in your build environment:
# In your Dockerfile (only if your platform isn't precompiled)
RUN curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh -s -- -y
ENV PATH="/root/.cargo/bin:${PATH}"
ENV METAMORPHIC_CRYPTO_BUILD=true

For standard deployments (Fly.io, Gigalixir, Heroku, Docker on linux/amd64 or arm64),
precompiled binaries just work — no configuration needed.
Building from Source
If you want to compile the NIF yourself (e.g., for development on this library):
export METAMORPHIC_CRYPTO_BUILD=true
mix deps.get
mix compile

Requires Rust 1.85+ (rustup update).
Contributing
Contributions welcome! Please open an issue first for significant changes.
git clone https://github.com/moss-piglet/metamorphic_crypto.git
cd metamorphic_crypto
export METAMORPHIC_CRYPTO_BUILD=true
mix deps.get
mix test

License
MIT — see LICENSE.
Built by Moss Piglet. Maintained by @f0rest8.


  

    Building Zero-Knowledge Phoenix Apps

A practical guide to implementing full client-side zero-knowledge encryption in a
Phoenix LiveView application using the metamorphic-crypto Rust core compiled to
WASM for the browser.
This guide walks through how Metamorphic implements its
encryption architecture — the same pattern you can use in your own app.
Note on the metamorphic_crypto Elixir library: This guide primarily uses
the WASM build of the Rust crate for client-side crypto. The Elixir NIF library
is a server-side companion — useful for replacing enacl, generating test
fixtures, or during a gradual transition from server-side to client-side crypto.
In a full ZK architecture, the server doesn't need crypto on user data at all.
What You'll Build
By the end of this guide you'll have:
	Client-side encryption — user data encrypted in the browser before it reaches
your server
	A key hierarchy — each resource gets its own symmetric key, sealed to the
user's public key
	Searchable encrypted fields — HMAC blind indexes for email lookups and
uniqueness checks
	Key distribution — share access to encrypted resources between users without
the server seeing plaintext
	Defense in depth — Cloak wrapping the already-encrypted blobs at rest

How the Two Libraries Fit Together
                      metamorphic-crypto (Rust crate)
                      ┌──────────────────────────────┐
                      │  XSalsa20-Poly1305           │
                      │  X25519 box_seal             │
                      │  ML-KEM 512/768/1024 + X25519│
                      │  Argon2id KDF                │
                      │  Recovery keys               │
                      └──────────┬───────────────────┘
                                 │
                ┌────────────────┼────────────────┐
                │                │                │
         Compiles to        Compiles to       Compiles to
           WASM                NIF               UniFFI
        (browser)          (Elixir/OTP)      (iOS/Android)
                │                │
                ▼                ▼
    Colocated JS hook     metamorphic_crypto
    (encrypts/decrypts    Hex package
     user data)           (key distribution,
                          re-keying, provisioning)
The same Rust code produces identical ciphertext regardless of which target it's
compiled to. Data sealed by the server NIF can be unsealed by the browser WASM
module, and vice versa.
Key Architecture
Password (entered by user, never stored)
  │
  ├── Argon2id KDF ──► session_key (derived in browser at login)
  │                       │
  │                       └── decrypts private_key (secretbox)
  │
  ├── crypto_box_keypair ──► keypair
  │                            │
  │                            ├── public_key → stored on server
  │                            │
  │                            └── private_key → encrypted with session_key
  │                                                stored on server
  │
  └── ml_kem768_x25519.keygen ──► hybrid PQ keypair (optional)
                                     │
                                     ├── pq_public_key → stored on server
                                     │
                                     └── pq_private_key → encrypted with session_key
                                                           stored on server
Context Keys
Each resource gets its own random symmetric key, called a context key:
user_key (random 32 bytes)
  ├── Encrypts: personal data (email, preferences)
  └── Distributed: seal_for_user(user_key, public_key)
     stored as user.encrypted_user_key

habit_key (random 32 bytes, per habit)
  ├── Encrypts: habit name, description, check-ins
  └── Distributed: seal_for_user(habit_key, public_key)
     stored as user_habits.encrypted_key

group_key (random 32 bytes, per group)
  ├── Encrypts: shared goals, check-ins
  └── Distributed to each member: seal_for_user(group_key, member.public_key)
What Each Layer Handles
	Layer	Role	Technology
	Browser	Encrypts/decrypts user data	WASM (metamorphic-crypto in JS hook)
	Browser	Derives session key from password	WASM Argon2id
	Browser	Seals context keys for sharing	WASM (client-side key distribution)
	Browser	Caches derived keys	IndexedDB + Web Crypto API
	Server	Generates keypairs during provisioning	metamorphic_crypto NIF
	Server	Orchestrates key distribution events	LiveView push_event
	Server	Background re-keying (PQ migration)	metamorphic_crypto NIF (with client-provided keys)
	Server	Stores opaque ciphertext	Ecto schema
	Server	Defense-in-depth at-rest encryption	Cloak (AES-256-GCM)
	Server	Blind indexes for lookups	HMAC-SHA512

Prerequisites
Add these to your mix.exs:
def deps do
  [
    {:metamorphic_crypto, "~> 0.2"},
    {:cloak_ecto, "~> 1.3"},
    {:argon2_elixir, "~> 4.0"}   # for password hashing
  ]
end
The metamorphic-crypto WASM module needs to be in your assets/vendor/ directory.
See the Client Setup section below.
Client Setup
1. Add the WASM Module
Build the metamorphic-crypto Rust crate to WASM:
# Clone the crate and build with wasm-pack
git clone --depth 1 https://github.com/moss-piglet/metamorphic-crypto.git
wasm-pack build metamorphic-crypto --target web --out-dir pkg --no-typescript

Copy the generated files to your Phoenix app:
mkdir -p assets/vendor/metamorphic-crypto
cp metamorphic-crypto/pkg/metamorphic_crypto.js assets/vendor/metamorphic-crypto/
cp metamorphic-crypto/pkg/metamorphic_crypto_bg.wasm assets/vendor/metamorphic-crypto/

Supply-chain tip: Instead of rebuilding from source, you can vendor the
exact artifacts from a signed GitHub Release.
Each release ships SHA512SUMS, a CycloneDX sbom.json, and
cosign signature bundles, so you
can verify what you vendor matches what was published:
cosign verify-blob \
  --bundle metamorphic_crypto_bg.wasm.cosign.bundle \
  metamorphic_crypto_bg.wasm


Then in assets/js/app.js, import and configure esbuild to serve the WASM:
// assets/js/app.js
import { wasmInit } from "../vendor/metamorphic-crypto/metamorphic_crypto";
And ensure your WASM binary is served from the /wasm/ path in your endpoint:
# lib/my_app_web/endpoint.ex
plug Plug.Static,
  at: "/wasm",
  from: {:my_app, "priv/static/wasm"},
  gzip: false
2. Create the Crypto Module
// assets/js/crypto/nacl.js

import { wasmInit } from "../../vendor/metamorphic-crypto/metamorphic_crypto";

let ready = false;
const readyQueue = [];

export function ensureReady() {
  if (ready) return Promise.resolve();
  return new Promise((resolve) => readyQueue.push(resolve));
}

export async function loadCrypto() {
  if (ready) return;
  const mod = await wasmInit("/wasm/metamorphic_crypto_bg.wasm");
  window.__metamorphic_crypto = mod;
  ready = true;
  readyQueue.forEach((fn) => fn());
}

export function generateKey() {
  return window.__metamorphic_crypto.generateKey();
}

export function generateKeypair() {
  return window.__metamorphic_crypto.generateKeypair();
}

export function encrypt(plaintext, key) {
  return window.__metamorphic_crypto.encrypt(plaintext, key);
}

export function decrypt(ciphertext, key) {
  return window.__metamorphic_crypto.decrypt(ciphertext, key);
}

export function seal(plaintext, publicKey) {
  return window.__metamorphic_crypto.seal(plaintext, publicKey);
}

export function unseal(ciphertext, publicKey, privateKey) {
  return window.__metamorphic_crypto.unseal(ciphertext, publicKey, privateKey);
}

export function deriveSessionKey(password, salt) {
  return window.__metamorphic_crypto.deriveSessionKey(password, salt);
}
Call loadCrypto() when your page loads:
// assets/js/app.js
import { loadCrypto } from "./crypto/nacl";

loadCrypto();
3. The Key Cache Module
// assets/js/crypto/key_cache.js

const DB_NAME = "_my_app_crypto";
const STORE_NAME = "keys";
const LS_CACHE_KEY = "_my_app_key_cache";

function openDB() {
  return new Promise((resolve, reject) => {
    const request = indexedDB.open(DB_NAME, 1);
    request.onupgradeneeded = () => {
      request.result.createObjectStore(STORE_NAME);
    };
    request.onsuccess = () => resolve(request.result);
    request.onerror = () => reject(request.error);
  });
}

export async function cacheKeys(sessionKey, privateKey, userKey) {
  const db = await openDB();
  const tx = db.transaction(STORE_NAME, "readwrite");
  const key = await crypto.subtle.generateKey(
    { name: "AES-GCM", length: 256 },
    false,
    ["encrypt", "decrypt"]
  );
  tx.objectStore(STORE_NAME).put(key, "wrapping_key");

  const iv = crypto.getRandomValues(new Uint8Array(12));
  const encoded = new TextEncoder().encode(
    JSON.stringify({ sessionKey, privateKey, userKey, cachedAt: Date.now() })
  );
  const encrypted = await crypto.subtle.encrypt({ name: "AES-GCM", iv }, key, encoded);
  localStorage.setItem(LS_CACHE_KEY, JSON.stringify({
    iv: Array.from(iv),
    ct: Array.from(new Uint8Array(encrypted))
  }));
}

export async function getCachedKeys() {
  const raw = localStorage.getItem(LS_CACHE_KEY);
  if (!raw) return null;

  const db = await openDB();
  const tx = db.transaction(STORE_NAME, "readonly");
  const key = await new Promise((resolve) => {
    const req = tx.objectStore(STORE_NAME).get("wrapping_key");
    req.onsuccess = () => resolve(req.result);
    req.onerror = () => resolve(null);
  });
  if (!key) return null;

  const { iv, ct } = JSON.parse(raw);
  try {
    const decrypted = await crypto.subtle.decrypt(
      { name: "AES-GCM", iv: new Uint8Array(iv) },
      key,
      new Uint8Array(ct)
    );
    return JSON.parse(new TextDecoder().decode(decrypted));
  } catch {
    return null;
  }
}

export function clearKeyCache() {
  localStorage.removeItem(LS_CACHE_KEY);
  const req = indexedDB.deleteDatabase(DB_NAME);
}
Step 1: Registration Flow
The registration flow generates keys client-side before the form is submitted,
then sends the encrypted blobs to the server.
Colocated Hook
<%!-- lib/my_app_web/live/registration_live.html.heex --%>
<.form for={@form} id="registration-form" phx-hook=".RegistrationHook">
  <.input field={@form[:email]} type="email" />
  <.input field={@form[:password]} type="password" />
  <.input field={@form[:encrypted_email]} type="hidden" name="user[encrypted_email]" />
  <.input field={@form[:public_key]} type="hidden" name="user[public_key]" />
  <.input field={@form[:encrypted_private_key]} type="hidden" name="user[encrypted_private_key]" />
  <.input field={@form[:encrypted_user_key]} type="hidden" name="user[encrypted_user_key]" />
  <.input field={@form[:key_hash]} type="hidden" name="user[key_hash]" />
  <button type="submit">
    Create Account
  </button>
</.form>

<script :type={Phoenix.LiveView.ColocatedHook} name=".RegistrationHook">
  import { ensureReady, generateKey, generateKeypair, seal, deriveSessionKey, encrypt } from "../../js/crypto/nacl";

  export default {
    mounted() {
      this.el.addEventListener("submit", async (e) => {
        e.preventDefault();
        await ensureReady();

        const password = this.el.querySelector('input[name="user[password]"]').value;
        const email = this.el.querySelector('input[name="user[email]"]').value;

        // 1. Derive session key
        const salt = window.__metamorphic_crypto.generateSalt();
        const sessionKey = await deriveSessionKey(password, salt);

        // 2. Generate keypair
        const keypair = generateKeypair();
        const encryptedPrivateKey = encrypt(keypair.secretKey, sessionKey);

        // 3. Generate user_key (top-level context key)
        const userKey = generateKey();
        const encryptedUserKey = seal(userKey, keypair.publicKey);

        // 4. Encrypt email
        const encryptedEmail = encrypt(email, userKey);

        // 5. Store session key temporarily — SessionKeyDeriver will pick
        //    this up on the next page load to derive all keys
        sessionStorage.setItem("_session_key_temp", sessionKey);

        // 6. Inject hidden fields (salt is already Base64 from the WASM module)
        this.el.querySelector('input[name="user[key_hash]"]').value = salt + "$argon2id";
        this.el.querySelector('input[name="user[public_key]"]').value = keypair.publicKey;
        this.el.querySelector('input[name="user[encrypted_private_key]"]').value = encryptedPrivateKey;
        this.el.querySelector('input[name="user[encrypted_user_key]"]').value = encryptedUserKey;
        this.el.querySelector('input[name="user[encrypted_email]"]').value = encryptedEmail;

        // 7. Submit the form — server stores blobs, redirects to dashboard,
        //    where SessionKeyDeriver uses the temp key to derive everything
        this.el.submit();
      });
    }
  }
</script>
Server-Side Controller
On the server, receive the encrypted blobs and store them.
Important trade-off: The server sees the plaintext email and password
transiently during registration. The password is needed for server-side Argon2
session auth. The email is needed to send the confirmation email and compute the
HMAC blind index. After the request completes, neither is persisted — only the
email_hash (HMAC) and encrypted_email (ciphertext) remain in the database.
Declare the email field as virtual with redact: true to prevent accidental
persistence or logging.
defmodule MyAppWeb.UserRegistrationController do
  use MyAppWeb, :controller

  alias MyApp.Accounts
  alias MyApp.Accounts.User

  def create(conn, %{"user" => user_params}) do
    # Extract transient plaintext email for confirmation email and blind index
    plain_email = user_params["email"]

    # Compute HMAC blind index for lookups
    email_hash = :crypto.mac(:hmac, :sha512, Application.fetch_env!(:my_app, :email_hmac_key), String.downcase(plain_email))

    # Hash password for server-side auth (independent of client-side KDF).
    # The client derives session_key via Argon2id with its own salt for key
    # derivation. The server hashes the password with a separate Argon2 salt
    # for session authentication. These are two separate operations serving
    # different purposes — they never share a salt.
    hashed_password = Argon2.hash_pwd_salt(user_params["password"])

    attrs = %{
      email_hash: email_hash,
      encrypted_email: user_params["encrypted_email"],
      public_key: user_params["public_key"],
      encrypted_private_key: user_params["encrypted_private_key"],
      encrypted_user_key: user_params["encrypted_user_key"],
      key_hash: user_params["key_hash"],
      hashed_password: hashed_password
    }

    case Accounts.create_user(attrs) do
      {:ok, user} ->
        # Send confirmation email using transient plaintext
        MyApp.Email.confirm_email(plain_email, user)
          |> MyApp.Mailer.deliver_later()

        conn
        |> put_flash(:info, "Account created")
        |> redirect(to: ~p"/dashboard")

      {:error, changeset} ->
        render(conn, :new, changeset: changeset)
    end
  end
end
Ecto Schema
Store the encrypted blobs and use Cloak encrypted types for at-rest protection:
defmodule MyApp.Accounts.User do
  use Ecto.Schema

  schema "users" do
    field :email_hash, :binary                       # HMAC-SHA512 blind index
    field :encrypted_email, MyApp.Encrypted.Binary   # E2E encrypted email (Cloak-wrapped)
    field :public_key, MyApp.Encrypted.Binary        # X25519 public key (Cloak-wrapped)
    field :encrypted_private_key, MyApp.Encrypted.Binary  # X25519 private key (Cloak-wrapped)
    field :encrypted_user_key, MyApp.Encrypted.Binary     # user_key sealed for this user
    field :key_hash, :string                              # Argon2id salt + params
    field :hashed_password, :string                       # Argon2 password hash (server auth)

    # Optional: post-quantum hybrid keypair
    field :pq_public_key, MyApp.Encrypted.Binary
    field :encrypted_pq_private_key, MyApp.Encrypted.Binary

    timestamps()
  end
end
Note: The encrypted_private_key field is encrypted twice — once by the
client (secretbox with session key) and once by Cloak (AES-256-GCM at rest).
The server cannot read the inner layer. This is defense-in-depth.
Step 2: Login Flow
Hook to Derive Keys Before Auth
<%!-- lib/my_app_web/live/login_live.html.heex --%>
<.form for={@form} id="login-form" phx-hook=".LoginHook">
  <.input field={@form[:email]} type="email" />
  <.input field={@form[:password]} type="password" />
  <button type="submit">Sign In</button>
</.form>
On login, the hook intercepts the form to:
	Request the user's key_hash (containing the Argon2id salt)
	Derive the session key
	Store the session key temporarily
	Submit the form normally for server auth

<script :type={Phoenix.LiveView.ColocatedHook} name=".LoginHook">
  import { ensureReady, deriveSessionKey } from "../../js/crypto/nacl";

  export default {
    mounted() {
      this.el.addEventListener("submit", async (e) => {
        e.preventDefault();
        await ensureReady();

        const email = this.el.querySelector('input[name="user[email]"]').value;
        const password = this.el.querySelector('input[name="user[password]"]').value;

        // 1. Fetch key_hash (contains salt)
        const resp = await fetch("/api/auth/salt", {
          method: "POST",
          headers: { "Content-Type": "application/json" },
          body: JSON.stringify({ email })
        });
        const { key_hash } = await resp.json();

        // 2. Derive session key from salt + password
        const salt = key_hash.split("$")[0];
        const sessionKey = await deriveSessionKey(password, salt);

        // 3. Store temporarily in sessionStorage
        sessionStorage.setItem("_session_key_temp", sessionKey);

        // 4. Submit original form for password verification
        this.el.submit();
      });
    }
  }
</script>
The Salt Endpoint (Server)
This endpoint returns the Argon2id salt for a given email. It must be hardened
against user enumeration:
	Timing normalization — enforce a minimum response time so an attacker
can't distinguish "user exists" (DB hit) from "user not found" (fake hash).
	Rate limiting — 10 requests/minute per IP.
	Deterministic fake salt — for unknown emails, derive a fake salt from a
server secret + the email (HMAC). This makes repeated requests for the same
unknown email return the same hash, preventing timing-based enumeration.

defmodule MyAppWeb.AuthSaltController do
  use MyAppWeb, :controller

  alias MyApp.Accounts

  @min_response_ms 100

  def show(conn, %{"email" => email}) when is_binary(email) and email != "" do
    start = System.monotonic_time(:millisecond)

    email_hash =
      :crypto.mac(:hmac, :sha512,
        Application.fetch_env!(:my_app, :email_hmac_key),
        String.downcase(email))

    key_hash =
      case Repo.get_by(User, email_hash: email_hash) do
        %User{key_hash: kh} -> kh
        nil -> generate_fake_key_hash(email)
      end

    enforce_min_duration(start)
    json(conn, %{key_hash: key_hash})
  end

  def show(conn, _params) do
    conn |> put_status(:bad_request) |> json(%{error: "email is required"})
  end

  # Deterministic fake salt — same email always produces the same fake,
  # so timing is consistent regardless of how many times it's queried
  defp generate_fake_key_hash(email) do
    fake_salt =
      :crypto.mac(:hmac, :sha512,
        Application.fetch_env!(:my_app, :fake_salt_secret),
        String.downcase(email))
      |> binary_part(0, 16)
      |> Base.encode64()

    fake_salt <> "$argon2id"
  end

  defp enforce_min_duration(start) do
    elapsed = System.monotonic_time(:millisecond) - start
    remaining = @min_response_ms - elapsed
    if remaining > 0, do: Process.sleep(remaining)
  end
end
In the router, apply rate limiting:
# lib/my_app_web/router.ex
pipeline :api_rate_limited do
  plug :accepts, ["json"]
  plug MyAppWeb.Plugs.RateLimiter, scale: :timer.minutes(1), limit: 10, key_prefix: "api"
end

scope "/api", MyAppWeb do
  pipe_through :api_rate_limited
  post "/auth/salt", AuthSaltController, :show
end
Step 3: Key Derivation on Dashboard Mount
After login or registration, the user is redirected to an authenticated page.
The SessionKeyDeriver hook picks up the temporary session key (stored in
sessionStorage by the Login/Registration hook) and derives the full key set.
Storage Model
Keys live in two layers:
	Layer	Scope	Purpose
	sessionStorage	Current tab only	Active decryption keys — cleared on tab close
	localStorage + IndexedDB	Persistent	Encrypted key cache — survives browser restarts

This is a UX vs. security trade-off:
	sessionStorage only — most secure. User must re-enter password on every
tab close. Appropriate for high-security contexts.
	Persistent cache — better UX. Derived keys are encrypted with a
non-extractable AES-256-GCM wrapping key (IndexedDB) and stored as ciphertext
(localStorage). Survives browser restarts without password re-entry.

In Metamorphic, we use both: sessionStorage for the active tab, and an
encrypted persistent cache so users don't have to re-enter their password on
browser restart. The persistent cache is cleared on logout and password change.
Users can opt out of the persistent cache in Settings ("Always require password")
— this disables caching entirely and clears existing cached keys, falling back
to sessionStorage-only behavior.
Data Attributes
Pass the encrypted keys from the server to the client via data attributes:
<%!-- In your Layouts.app template --%>
<div
  id="session-key-deriver"
  phx-hook=".SessionKeyDeriver"
  phx-update="ignore"
  data-key-hash={@current_scope.user.key_hash}
  data-public-key={@current_scope.user.public_key}
  data-encrypted-private-key={@current_scope.user.encrypted_private_key}
  data-encrypted-user-key={@current_scope.user.encrypted_user_key}
>
</div>
The SessionKeyDeriver Hook
<script :type={Phoenix.LiveView.ColocatedHook} name=".SessionKeyDeriver">
  import { ensureReady, decrypt, unseal } from "../../js/crypto/nacl";
  import { cacheKeys, getCachedKeys } from "../../js/crypto/key_cache";

  export default {
    async mounted() {
      await ensureReady();

      const el = this.el;
      const publicKey = el.dataset.publicKey;
      const encryptedPrivateKey = el.dataset.encryptedPrivateKey;
      const encryptedUserKey = el.dataset.encryptedUserKey;

      // Always store public key — it's not secret and other hooks need it
      sessionStorage.setItem("_public_key", publicKey);

      // 1. Check sessionStorage — already derived this session?
      const existingKey = sessionStorage.getItem("_session_key");
      if (existingKey) {
        // Validate by trial-decrypting the private key
        try {
          decrypt(encryptedPrivateKey, existingKey);
          return; // Keys are valid
        } catch {
          // Stale keys (password changed) — fall through
        }
      }

      // 2. Check persistent cache (encrypted localStorage + IndexedDB)
      const cached = await getCachedKeys();
      if (cached) {
        try {
          decrypt(encryptedPrivateKey, cached.sessionKey);
          sessionStorage.setItem("_session_key", cached.sessionKey);
          sessionStorage.setItem("_private_key", cached.privateKey);
          sessionStorage.setItem("_user_key", cached.userKey);
          return;
        } catch {
          // Cache is stale — fall through
        }
      }

      // 3. Derive from temp key (just logged in or registered)
      const tempKey = sessionStorage.getItem("_session_key_temp");
      if (!tempKey) {
        window.location = "/users/reauthenticate";
        return;
      }

      // Decrypt private key with session key
      const privateKey = decrypt(encryptedPrivateKey, tempKey);

      // Unseal user_key with keypair
      const userKey = unseal(encryptedUserKey, publicKey, privateKey);

      // Store in sessionStorage for this tab
      sessionStorage.setItem("_session_key", tempKey);
      sessionStorage.setItem("_private_key", privateKey);
      sessionStorage.setItem("_user_key", userKey);
      sessionStorage.removeItem("_session_key_temp");

      // Cache for browser restart (encrypted with Web Crypto)
      await cacheKeys(tempKey, privateKey, userKey);
    }
  }
</script>
Step 4: Encrypting Resources
Here's how to encrypt a habit (or any resource) before it reaches the server.
The pattern: intercept the form, encrypt client-side, push encrypted params via
LiveView event.
Colocated Hook for Creating a Resource
The form uses a type="button" submit trigger (not type="submit") so that
if the JS hook fails to load, the form cannot submit unencrypted data to
the server. Data is only sent via pushEvent after successful encryption.
<%!-- lib/my_app_web/live/habit_live/index.html.heex --%>
<div id="habit-form-wrapper" phx-hook=".HabitFormHook">
  <.input type="text" id="habit-name-input" name="name" label="Name" />
  <.input type="textarea" id="habit-desc-input" name="description" label="Description" />
  <button type="button" data-action="submit-habit"
    class="btn bg-primary text-primary-content">
    Create Habit
  </button>
</div>

<script :type={Phoenix.LiveView.ColocatedHook} name=".HabitFormHook">
  import { ensureReady, generateKey, seal, encrypt } from "../../js/crypto/nacl";

  export default {
    mounted() {
      const btn = this.el.querySelector('[data-action="submit-habit"]');

      btn.addEventListener("click", async () => {
        await ensureReady();

        const privateKey = sessionStorage.getItem("_private_key");
        const publicKey = sessionStorage.getItem("_public_key");
        if (!privateKey || !publicKey) {
          window.location = "/users/reauthenticate";
          return;
        }

        const name = this.el.querySelector("#habit-name-input").value;
        const description = this.el.querySelector("#habit-desc-input").value;

        try {
          // Generate a per-habit context key
          const habitKey = generateKey();

          // Encrypt the fields with the context key
          const encryptedName = encrypt(name, habitKey);
          const encryptedDescription = encrypt(description, habitKey);

          // Seal the context key to the user's public key
          const encryptedKey = seal(habitKey, publicKey);

          // Push encrypted params to the server via LiveView
          this.pushEvent("create_habit", {
            encrypted_name: encryptedName,
            encrypted_description: encryptedDescription,
            encrypted_key: encryptedKey,
          });
        } catch (err) {
          console.error("Encryption failed:", err);
        }
      });
    }
  }
</script>
Server Handler
The server receives only encrypted blobs. It validates structure and stores them.
defmodule MyAppWeb.HabitLive do
  use MyAppWeb, :live_view

  def handle_event("create_habit", params, socket) do
    %{"encrypted_name" => enc_name, "encrypted_description" => enc_desc,
      "encrypted_key" => enc_key} = params

    user = socket.assigns.current_scope.user

    case MyApp.Habits.create_habit(user, %{
      encrypted_name: enc_name,
      encrypted_description: enc_desc,
      encrypted_key: enc_key
    }) do
      {:ok, habit} ->
        {:noreply,
         socket
         |> put_flash(:info, "Habit created")
         |> stream_insert(:habits, habit)}

      {:error, changeset} ->
        {:noreply, assign(socket, form: to_form(changeset))}
    end
  end
end
Context Module
defmodule MyApp.Habits do
  alias MyApp.Repo
  alias MyApp.Habits.{Habit, UserHabit}

  def create_habit(user, attrs) do
    Ecto.Multi.new()
    |> Ecto.Multi.insert(:habit, %Habit{
      user_id: user.id,
      encrypted_name: attrs.encrypted_name,
      encrypted_description: attrs.encrypted_description
    })
    |> Ecto.Multi.insert(:user_habit, fn %{habit: habit} ->
      %UserHabit{
        user_id: user.id,
        habit_id: habit.id,
        encrypted_key: attrs.encrypted_key,
        role: "owner"
      }
    end)
    |> Repo.transaction()
    |> case do
      {:ok, %{habit: habit}} -> {:ok, habit}
      {:error, _, changeset, _} -> {:error, changeset}
    end
  end
end
Ecto Schema for Encrypted Resources
defmodule MyApp.Habits.Habit do
  use Ecto.Schema

  schema "habits" do
    field :encrypted_name, MyApp.Encrypted.Binary
    field :encrypted_description, MyApp.Encrypted.Binary

    belongs_to :user, MyApp.Accounts.User
    has_many :user_habits, MyApp.Habits.UserHabit
    timestamps()
  end
end

defmodule MyApp.Habits.UserHabit do
  use Ecto.Schema

  schema "user_habits" do
    field :encrypted_key, MyApp.Encrypted.Binary  # context key sealed for this user
    field :role, :string, default: "owner"

    belongs_to :user, MyApp.Accounts.User
    belongs_to :habit, MyApp.Habits.Habit
    timestamps()
  end
end
Where MyApp.Encrypted.Binary is your Cloak encrypted type (see Cloak docs).
Step 5: Key Distribution (Sharing Access)
When User A shares a resource with User B, someone needs to seal the context key
to User B's public key. In a true zero-knowledge architecture, the server never
unseals or seals context keys — it doesn't have anyone's private key.
Instead, key distribution is event-driven and client-side:
	Server detects that a member needs a key (invited, pending access)
	Server pushes a push_event to an online admin/owner's browser
	The admin's client unseals the context key with their own private key
	The admin's client re-seals it for the target user's public key
	The admin's client pushes the sealed blob back to the server
	Server stores it on the target user's join record

This means key distribution happens when an authorized user is online. The server
orchestrates — it knows who needs a key and whose public key to seal to — but
it never touches plaintext key material.
Server: Detecting Pending Keys
defmodule MyApp.Groups do
  import Ecto.Query

  def pending_key_requests(%Scope{user: user}) do
    # Find group members who've been invited but don't have a key yet
    from(gm in GroupMember,
      join: g in assoc(gm, :group),
      join: u in assoc(gm, :user),
      join: admin_gm in GroupMember,
        on: admin_gm.group_id == g.id and admin_gm.user_id == ^user.id,
      where: is_nil(gm.encrypted_key),
      where: admin_gm.role in ["owner", "admin"],
      where: not is_nil(u.public_key),
      select: %{
        group_id: g.id,
        member_user_id: u.id,
        member_public_key: u.public_key,
        member_pq_public_key: u.pq_public_key,
        admin_encrypted_key: admin_gm.encrypted_key
      }
    )
    |> Repo.all()
  end
end
Server: Pushing to the Client
In your LiveView, on mount or when a new member is added:
defmodule MyAppWeb.GroupsLive do
  use MyAppWeb, :live_view

  def mount(_params, _session, socket) do
    pending = MyApp.Groups.pending_key_requests(socket.assigns.current_scope)

    socket =
      if pending != [] do
        push_event(socket, "distribute_keys", %{requests: pending})
      else
        socket
      end

    {:ok, socket}
  end

  # Client sends back the sealed key
  def handle_event("key_distributed", params, socket) do
    %{"group_id" => group_id, "member_user_id" => member_user_id,
      "encrypted_key" => encrypted_key} = params

    # Validate: only admins can distribute, and blob must be well-formed base64
    with :ok <- validate_admin(socket, group_id),
         :ok <- validate_encrypted_key(encrypted_key) do
      MyApp.Groups.store_distributed_key(group_id, member_user_id, encrypted_key)
    end

    {:noreply, socket}
  end

  defp validate_encrypted_key(key) when is_binary(key) and byte_size(key) > 0 do
    # Minimum 80 bytes: crypto_box_SEALBYTES (48) + 32-byte key = 80 for legacy box_seal.
    # Maximum 2048 bytes: covers hybrid PQ sealed keys (ML-KEM-768 ciphertext is ~1100 bytes).
    case Base.decode64(key) do
      {:ok, decoded} when byte_size(decoded) >= 80 and byte_size(decoded) <= 2048 -> :ok
      _ -> {:error, :invalid_encrypted_key}
    end
  end
end
Client: The KeyDistributor Hook
This hook listens for distribute_keys events and does the cryptographic work:
<div id="key-distributor" phx-hook=".KeyDistributor" phx-update="ignore"></div>

<script :type={Phoenix.LiveView.ColocatedHook} name=".KeyDistributor">
  import { ensureReady, unseal, seal } from "../../js/crypto/nacl";

  export default {
    mounted() {
      this.handleEvent("distribute_keys", async ({ requests }) => {
        await ensureReady();

        const privateKey = sessionStorage.getItem("_private_key");
        const publicKey = sessionStorage.getItem("_public_key");
        if (!privateKey || !publicKey) return;

        for (const req of requests) {
          try {
            // 1. Unseal the context key using MY private key
            const contextKey = unseal(
              req.admin_encrypted_key, publicKey, privateKey
            );

            // 2. Re-seal it for the TARGET user's public key
            const sealedForMember = seal(contextKey, req.member_public_key);

            // 3. Send the sealed blob back to the server
            this.pushEvent("key_distributed", {
              group_id: req.group_id,
              member_user_id: req.member_user_id,
              encrypted_key: sealedForMember,
            });
          } catch (err) {
            console.error("Key distribution failed:", err);
          }
        }
      });
    }
  }
</script>
When Can the Server Use MetamorphicCrypto for Key Distribution?
The server-side NIF is useful for key distribution in specific scenarios where
you intentionally grant the server temporary access to a context key:
	Account provisioning — generating keypairs and the initial user_key seal
during registration (before the user has a client session)
	Oban background jobs — re-sealing context keys during a PQ migration where
the server has been explicitly given a batch of plaintext context keys by the
client for re-sealing
	Admin-sealed resources — if your app has a concept of "server-managed"
resources that aren't zero-knowledge (e.g., system announcements encrypted for
all users), the server can seal to each user's public key

For true zero-knowledge, the client always does the seal/unseal. The server
stores and routes opaque blobs.
Step 6: Displaying Encrypted Data
When sending encrypted data to the client, pass the encrypted blobs and keys
as data attributes on the LiveView elements. The hook decrypts and updates the
DOM client-side.
<div id="habits" phx-update="stream">
  <div
    :for={{id, habit} <- @streams.habits}
    id={id}
    phx-hook=".HabitCard"
    data-encrypted-name={habit.encrypted_name}
    data-encrypted-description={habit.encrypted_description}
    data-encrypted-key={habit.user_habit.encrypted_key}
  >
    <h3 data-decrypt-name class="font-semibold text-base-content animate-pulse">···</h3>
    <p data-decrypt-description class="text-base-content/70 animate-pulse">···</p>
    <p data-decrypt-error class="text-error hidden"></p>
  </div>
</div>
The hook manages its own DOM after decryption, so content is only updated
client-side.
The Decryption Hook
<script :type={Phoenix.LiveView.ColocatedHook} name=".HabitCard">
  import { ensureReady, decrypt, unseal } from "../../js/crypto/nacl";

  export default {
    async mounted() {
      await ensureReady();

      const privateKey = sessionStorage.getItem("_private_key");
      const publicKey = sessionStorage.getItem("_public_key");

      if (!privateKey || !publicKey) {
        window.location = "/users/reauthenticate";
        return;
      }

      const el = this.el;

      try {
        // Unseal the per-resource context key
        const habitKey = unseal(el.dataset.encryptedKey, publicKey, privateKey);

        // Decrypt the fields
        const name = decrypt(el.dataset.encryptedName, habitKey);
        const description = decrypt(el.dataset.encryptedDescription, habitKey);

        // Update the DOM — use textContent (NOT innerHTML) to prevent XSS.
        // Decrypted user content could contain <script> tags or event handlers.
        const nameEl = el.querySelector("[data-decrypt-name]");
        const descEl = el.querySelector("[data-decrypt-description]");
        if (nameEl) nameEl.textContent = name;
        if (descEl) descEl.textContent = description;
      } catch (err) {
        const errEl = el.querySelector("[data-decrypt-error]");
        if (errEl) errEl.textContent = "Failed to decrypt";
        console.error("Decryption failed:", err);
      }
    }
  }
</script>
Schema Design Rules
	Encrypted fields are :binary — always. The ciphertext is non-printable
binary data.
	Context keys in join tables — store the sealed context key on the join
table (user_habits.encrypted_key), not the resource table.
	Blind indexes for lookups — use HMAC-SHA512 for case-insensitive
uniqueness checks (email, username).
	Metadata stays plaintext — dates, positions, colors, and other non-sensitive
data can remain in plaintext. Be deliberate about what's metadata vs. content.
	Cloak wraps everything — every :binary encrypted field should be
Cloak-encrypted at rest as a defense-in-depth layer.

Security Considerations
Password Never Reaches sessionStorage
Only the Argon2id-derived session key is stored. The raw password is used once
during KDF derivation and immediately discarded.
Key Cache is Encrypted at Rest
The persistent key cache uses the Web Crypto API with a non-extractable AES-256-GCM
wrapping key stored in IndexedDB. An adversary who copies localStorage from disk
gets only encrypted ciphertext. The wrapping key cannot be extracted by JavaScript
— it can only be used for encrypt/decrypt operations via the Web Crypto API.
Clear the cache on logout and password change:
function onLogout() {
  sessionStorage.clear();
  localStorage.removeItem("_my_app_key_cache");
  indexedDB.deleteDatabase("_my_app_crypto");
}
Salt Endpoint is a User Enumeration Vector
The /api/auth/salt endpoint necessarily reveals whether an email exists (different
response for known vs. unknown users). Mitigate this with:
	Timing normalization — enforce minimum response time (100ms+)
	Deterministic fake salts — HMAC-derived, so repeated queries for the same
unknown email return the same fake (no timing delta on cache hits)
	Rate limiting — 10 requests/minute per IP minimum. Use IP hashing for
privacy in logs.

XSS is the Primary Threat to Key Material
During an active session, derived keys live in sessionStorage. Any XSS
vulnerability can read them. This is the weakest link in the architecture — not
the crypto, but the browser execution environment.
Mitigations (all required for production):
	Strict Content-Security-Policy — per-request nonce for scripts, no
unsafe-inline for script-src, frame-ancestors 'none':
# lib/my_app_web/plugs/content_security_policy.ex
defmodule MyAppWeb.Plugs.ContentSecurityPolicy do
  import Plug.Conn

  def init(opts), do: opts

  def call(conn, _opts) do
    nonce = Base.encode64(:crypto.strong_rand_bytes(16))

    conn
    |> assign(:csp_nonce, nonce)
    |> put_resp_header("content-security-policy", """
    default-src 'self'; \
    script-src 'self' 'nonce-#{nonce}' 'wasm-unsafe-eval'; \
    style-src 'self' 'unsafe-inline'; \
    img-src 'self' data:; \
    connect-src 'self'; \
    frame-ancestors 'none'; \
    object-src 'none'; \
    base-uri 'self'\
    """)
  end
end
Wire it into your browser pipeline:
pipeline :browser do
  # ...
  plug MyAppWeb.Plugs.ContentSecurityPolicy
end

	No inline scripts — use colocated hooks (which are bundled by esbuild)
and nonce-tagged script tags only. Never use <script> without a nonce.

	Sanitize all user-generated content — Phoenix's HEEx templates
auto-escape by default, but be careful with raw/1 and Phoenix.HTML.raw/1.

	HttpOnly session cookies — Phoenix does this by default. The session
token is never accessible to JavaScript.


The persistent key cache (IndexedDB + Web Crypto) is more resilient — the
wrapping key is non-extractable, so even XSS can't read raw key bytes from it.
But during an active session, sessionStorage is the attack surface.
Plaintext Email Touches the Server at Registration
The server transiently sees the plaintext email during registration (for
confirmation email delivery and HMAC blind index computation). After the request
completes, only email_hash and encrypted_email persist. This is an
intentional trade-off — alternatives (like client-side HMAC) would require
shipping the HMAC secret to the browser, which is worse.
If you need stronger email privacy, you can skip email confirmation entirely
and only store the HMAC + encrypted blob. The user's email is then only ever
readable by the user themselves (via client-side decryption).
Cloak is Defense-in-Depth, Not the Primary Protection
The primary encryption is client-side XSalsa20-Poly1305 / ML-KEM-768. The Cloak
layer protects against DB-level compromise but is not the user's E2E encryption.
If you rotate your Cloak key, user data is still protected by the E2E layer.
Key Rotation is Not Built In
This library uses a single-key design per context. If you need key rotation
(multiple active keys with version-tagged ciphertext), use Cloak for the Ecto
layer. MetamorphicCrypto's server-side role is key distribution and generation,
not rotation.
Key Distribution Requires an Online Admin
In the event-driven model, key distribution only happens when an authorized user
(admin/owner) is online. If no admin is online when a new member is invited, the
member gets their key the next time any admin loads the page. Design your UI to
show a "pending access" state for members awaiting keys.
Reading
	Metamorphic encryption architecture
— the production reference implementation
	What Post-Quantum Encryption Means for Your Data
	Cloak — Ecto encrypted types and key rotation
	metamorphic-crypto — Rust crate on crates.io
	metamorphic_crypto — Elixir NIF wrapper on Hex
	libsodium documentation — wire format reference



  

    Changelog

v0.8.0 (2026-07-01)
Surfaces the standalone HKDF-SHA512 (RFC 5869) primitive added in
metamorphic-crypto 0.10.0, for
cross-language parity with the Rust core and WASM build. Fully additive and
non-breaking: no existing NIF, wire format, default, or export changes — only
one new function pair and its NIF binding. The native dependency is bumped
0.9 → 0.10 (published crate only; no [patch]/path deps). p256 remains
pinned at =0.14.0-rc.14.
	MetamorphicCrypto.KDF.hkdf_sha512/4 (+ !) — HKDF-SHA512 (RFC 5869),
one call performing Extract-then-Expand. Base64 in/out, byte-identical across
native Rust, WASM (hkdfSha512), this NIF, and @noble/hashes / WebCrypto
HKDF-SHA-512. Unlike the bare hashes in MetamorphicCrypto.Hash, this is the
correct construction for deriving a key from secret input keying
material, especially when combining more than one secret with auditable domain
separation. salt / ikm are base64; info is a binary domain-separation
label (normally a versioned UTF-8 string); length is the OKM length in bytes.
	Salt semantics: an empty salt means "not provided" (RFC 5869 §2.2), i.e.
HashLen (64) zero bytes. MetamorphicCrypto.KDF.hkdf_sha512_hash_len/0
returns the SHA-512 output length (64); the maximum OKM is 255 * 64 = 16320
bytes (a longer length returns {:error, _}).
	Purpose: combining two secrets into one wrapping key with auditable domain
separation — specifically Mosslet's WebAuthn-PRF device-bound user_key wrap
(board #362/#369):
HKDF-SHA512(salt = wrap_salt, ikm = password_key ‖ prf_output, info = "mosslet/user_key-wrap/v1", len = 32).
The combine runs only in the browser (the server never sees the inputs); this
NIF exists for parity, testing, and general server-side use.
	Cross-language parity: pinned through the NIF to the RFC 5869 Test Case 1
inputs recomputed with SHA-512 (L = 42), reusing the Rust core's locked vector
value-for-value, plus determinism, domain-separation, salt-None, and
output-length tests.

v0.7.0 (2026-06-30)
Surfaces the additive primitives added in
metamorphic-crypto 0.8/0.9,
completing on-spec IETF KEYTRANS standard-suite support. Everything here is
additive and non-breaking: no existing NIF, wire format, default, or export
changes — only new modules and accessors. The native dependency is bumped
0.7 → 0.9 (published crate only; no [patch]/path deps). p256 remains
pinned at =0.14.0-rc.14.
	MetamorphicCrypto.Mac — HMAC-SHA256 (RFC 2104 / FIPS 198-1) via
hmac_sha256/2 (+ !). Base64 in/out, byte-identical across native Rust,
WASM, and this NIF. The generic keyed-MAC primitive KEYTRANS standard suites
use for commitments. Pinned to RFC 4231 test cases 1/2/3/6.
	MetamorphicCrypto.Vrf — ECVRF-Edwards25519-SHA512-TAI (RFC 9381, suite
0x03): generate_keypair/0, public_key/1, prove/2, verify/3,
proof_to_hash/1, and the suite/length constants. verify/3 returns
{:ok, output} for a valid proof, :invalid for a cryptographic rejection,
and {:error, reason} for a structural (malformed-input) failure. Prove/verify
run on the dirty CPU scheduler. Pinned to RFC 9381 Appendix B vectors.
	MetamorphicCrypto.VrfP256 — ECVRF-P256-SHA256-TAI (RFC 9381, suite
0x01; sk 32 / pk 33 / proof 81 / output 32), the on-spec VRF for the IETF
KT_128_SHA256_P256 KEYTRANS suite. Identical API shape and result contract to
MetamorphicCrypto.Vrf. Pinned to RFC 9381 Appendix B.1 Examples 10/11/12.
	MetamorphicCrypto.Sign gains posture introspection:
signature_posture/1 (public key) and signature_posture_from_signature/1
(signature) return {:ok, {suite, level}} typed atoms
(:hybrid | :hybrid_matched | :pure_cnsa2, :cat2 | :cat3 | :cat5), or
{:error, reason} for a malformed/wrong-length artifact. Read-only, no
secrets; the raw wire tag stays private. Cat-2 canonically decodes to
{:hybrid, :cat2}.
	Cross-language parity: HMAC and both VRFs verify their RFC known-answer vectors
through the NIF, reusing the Rust core's locked vectors value-for-value so
parity across native Rust / WASM / NIF is proven.

v0.6.0 (2026-06-25)
Surfaces the CNSA 2.0 suite axis added in
metamorphic-crypto 0.7.0. The
Suite axis is orthogonal to the existing security/signature level — pick
the ML- parameter set with level, pick the composition posture* with
suite — and is fully additive: existing keys, ciphertexts, signatures, and
wire formats are byte-for-byte unchanged, and :hybrid stays the default.
	MetamorphicCrypto.Hybrid (KEM / seal) gains the suite axis:	generate_keypair_suite/2 — {:ok, {pk, sk}} for (suite, level);
{:error, _} for unsupported combinations (e.g. :pure_cnsa2 below
:cat5).
	seal_suite/5 and seal_suite_raw/5 — seal under a (suite, level) with an
optional :context_label (default seal_context_v1/0,
"metamorphic/seal/v1") bound into the HKDF-SHA512 info and AES-256-GCM
AAD.
	open/3 and open_raw/3 — open a new-suite ciphertext with an explicit
context label. open/2 still auto-detects the suite + level from the version
tag and opens new suites under the default label.
	New wire tags: 0x10 PureCnsa2 Cat-5 (ML-KEM-1024 + AES-256-GCM), 0x13
HybridMatched Cat-3 (ML-KEM-768 + X448), 0x14 HybridMatched Cat-5
(ML-KEM-1024 + P-521 ECDH). HybridMatched Cat-1 reuses the existing 0x01
X25519 construction (no new format).


	MetamorphicCrypto.Seal.seal_for_user/3 (and seal_for_user_raw/3) accept a
:suite option. Non-default suites carry a new wire tag and must be opened
with MetamorphicCrypto.Hybrid.open/2,3 — unseal_from_user/4 only
auto-detects the legacy :hybrid tags.
	MetamorphicCrypto.Sign gains generate_signing_keypair_suite/2
({:ok, keypair} | {:error, _}) for the signature suites: :pure_cnsa2
(ML-DSA-87, Cat-5; tag 0x10) and :hybrid_matched (Cat-3 → Ed448 0x13,
Cat-5 → hedged ECDSA-P-521 0x14). sign/3, verify/4, and
derive_public_key/1 are unchanged — they auto-detect the suite from the wire
tag.
	Cross-language parity: new tests pin the deterministic signature public keys
(SHA3-512 digests) to the exact vectors in the Rust core
(tests/cnsa2_vectors.rs), and assert the documented FIPS-determined artifact
sizes, so the NIF stays byte-identical to native Rust and WASM.
	Honesty posture (per project policy): "CNSA 2.0 algorithm suite, NCC-audited
primitives, pure-Rust and memory-safe (#![forbid(unsafe_code)] at our
layer)" — not "FIPS 140-3 validated." :hybrid remains the default and
recommended posture: its strict-AND classical backstop guards against a
lattice-implementation flaw until those implementations are independently
audited. :pure_cnsa2 is standards-compliant but drops that backstop.
	Sync the native crate dependency to metamorphic-crypto 0.7.

v0.5.0 (2026-06-25)
	MetamorphicCrypto.Hybrid now surfaces the Cat-1 (ML-KEM-512 + X25519)
tier, completing the full standardized ML-KEM range (NIST categories 1/3/5):	generate_keypair/1 accepts :cat1 (832-byte public key, 32-byte seed);
generate_keypair_512/0 is the convenience alias.
	seal/3 and seal_raw/3 accept :cat1; seal_512/2 and seal_raw_512/2
are convenience aliases. Cat-1 ciphertexts carry version tag 0x01
(0x01 || ML-KEM-512 ct (768 B) || X25519 eph pk (32 B) || nonce (24 B) || secretbox ct).
	open/2 auto-detects Cat-1/Cat-3/Cat-5 from the version tag — no API change.
hybrid_ciphertext?/1 is length-aware, so short legacy ciphertexts that
happen to begin with 0x01 are not misdetected as Cat-1.


	MetamorphicCrypto.Seal.seal_for_user/3 (and seal_for_user_raw/3) now accept
level: :cat1, mirroring the existing :cat3/:cat5 options, so the unified
seal/unseal API spans the full standardized ML-KEM range. unseal_from_user/4
is unchanged — it already auto-detects the level from the version tag.
	Honesty note (NIST defines ML-KEM only at categories 1/3/5): there is no
Cat-2/Cat-4 KEM. The classical half is always X25519 (~Cat-1 classical), the
floor at every tier; the post-quantum half grows Cat-1 → Cat-3 → Cat-5. Wire
version tags are scoped per artifact type: on the KEM side 0x01 = Cat-1
(ML-KEM-512), whereas on the signature side 0x01 = Cat-2 (ML-DSA-44).
	Sync the native crate dependency to
metamorphic-crypto 0.6.0,
which adds the Cat-1 KEM API. No change to existing encryption, hashing,
signature, or wire formats.

v0.4.0 (2026-06-24)
	Add MetamorphicCrypto.Sign — hybrid post-quantum signatures combining
ML-DSA (FIPS 204) + Ed25519 in a composite, strict-AND verified scheme:	generate_signing_keypair/0 (default :cat3) and
generate_signing_keypair/1 (:cat2 / :cat3 / :cat5) returning
%{public_key, secret_key} (base64 strings).
	sign/3 (raw message binary + UTF-8 context + base64 secret key →
base64 signature) and verify/4 (→ boolean, both components must verify).
	derive_public_key/1 deterministically re-derives the base64 verifying key
from a secret key — so a key recovered from backup regenerates
byte-identically (no false key-change alert for TOFU-pinned keys).
	sign_context_v1/0 exposes the recommended "metamorphic/sign/v1" context
label; plus derive_public_key!/1 and sign!/3 raising variants.
	Convenience facade: MetamorphicCrypto.generate_signing_keypair/0,1,
sign/3, verify/4, and derive_public_key/1.


	ML-DSA uses the hedged (randomized) FIPS 204 variant, so signature bytes
are non-reproducible (both-valid); the wire format — version tags, byte
layout, domain-separation framing
(I2OSP(len(context), 8) || context || message), and public-key derivation —
is fully deterministic and pinnable across native Rust, WASM, and this NIF.
	Sync the native crate dependency to
metamorphic-crypto 0.5.0,
which exposes the composite signature API. No change to existing encryption,
hashing, or wire formats.

v0.3.0 (2026-06-22)
	Add MetamorphicCrypto.Hash — SHA-3 / SHA-2 hashing for public data
(key fingerprints, safety numbers, key-transparency-log entries):	sha3_512/1 (recommended default, Cat-5), sha3_256/1, sha256/1,
sha512/1, and the domain-separated sha3_512_with_context/2 — plus !
raising variants.
	Base64 in, base64 out, matching the rest of the package and the WASM wire
format, so a digest computed in Elixir is byte-for-byte identical to one
computed in the browser/native (verified by a locked parity vector).
	MetamorphicCrypto.sha3_512/1 and MetamorphicCrypto.sha3_512_with_context/2
added to the top-level convenience facade.


	These digests are for public data only and intentionally add no
zeroize/constant-time ceremony; do not hash secrets with them (use
MetamorphicCrypto.KDF.derive_session_key/2 for secret material).
	Sync the native crate dependency to
metamorphic-crypto 0.4.0,
which exposes the public hashing API. No change to existing encryption
behavior or wire formats.

v0.2.2 (2026-06-10)
	No functional or API changes; encryption output is unchanged.
	Sync the native crate dependency to metamorphic-crypto 0.3.7, deduping the
sha3/keccak tree for a cleaner SBOM.
	Supply-chain hardening of the release pipeline: SHA-pinned actions,
build-provenance attestation of each precompiled NIF, cargo audit gate,
grouped Dependabot, and a SECURITY.md.
	Packaging: exclude the maintainer-only release task from the published
package.

v0.2.1 (2026-05-23)
	Add MetamorphicCrypto.Hybrid.security_level/0 type (:cat3 | :cat5)

	MetamorphicCrypto.Hybrid.generate_keypair/1 now accepts an optional security
level — generate_keypair(:cat5) for ML-KEM-1024, generate_keypair() for
ML-KEM-768 (default, unchanged behavior)
	MetamorphicCrypto.Hybrid.seal/3 and seal_raw/3 now accept an optional
security level parameter
	MetamorphicCrypto.Seal.seal_for_user/3 and seal_for_user_raw/3 now accept
a :level option (:cat3 or :cat5) for choosing the PQ security level when
a PQ public key is provided
	Existing generate_keypair_1024/0, seal_1024/2, and seal_raw_1024/2 are
preserved as convenience aliases
	All changes are backwards compatible — no NIF or binary changes required

v0.2.0 (2026-05-13)
	Switch from vendored metamorphic-crypto Rust source to
metamorphic-crypto v0.2.0 on crates.io
(no user-facing changes — the public Elixir API is fully backwards compatible)
	Add ML-KEM-1024 + X25519 (Cat-5, NIST Category 5, ~AES-256) hybrid encryption:	MetamorphicCrypto.Hybrid.generate_keypair_1024/0 — generate Cat-5 keypair
	MetamorphicCrypto.Hybrid.seal_1024/2 — encrypt with Cat-5
	MetamorphicCrypto.Hybrid.seal_raw_1024/2 — encrypt raw bytes with Cat-5


	MetamorphicCrypto.Hybrid.open/2 now auto-detects Cat-3 (v2) and Cat-5 (v3) ciphertext
	MetamorphicCrypto.Hybrid.hybrid_ciphertext?/1 now detects both v2 and v3 formats

v0.1.2 (2026-05-12)
	Add explicit targets list to RustlerPrecompiled config	Prevents download attempts for unsupported platforms (e.g. arm-unknown-linux-gnueabihf)
	mix rustler_precompiled.download --all now only fetches the 5 supported targets



v0.1.1 (2026-05-12)
	Fix precompiled NIF loading on macOS and Windows	Binary inside tar archive was named incorrectly (libmetamorphic_crypto_nif.dylib
instead of the versioned .so name that RustlerPrecompiled expects)
	Users without Rust installed would get nif_not_loaded errors



v0.1.0 (2026-05-11)
	Initial release
	XSalsa20-Poly1305 symmetric encryption (MetamorphicCrypto.SecretBox)
	X25519 sealed box public-key encryption (MetamorphicCrypto.BoxSeal)
	ML-KEM-768 + X25519 hybrid post-quantum encryption (MetamorphicCrypto.Hybrid)
	Unified seal/unseal with auto-format-detection (MetamorphicCrypto.Seal)
	Argon2id key derivation (MetamorphicCrypto.KDF)
	Key generation utilities (MetamorphicCrypto.Keys)
	Human-readable recovery keys (MetamorphicCrypto.Recovery)
	Precompiled NIF binaries for all major platforms
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NaCl-compatible encryption for Elixir with post-quantum support.
MetamorphicCrypto provides NaCl-compatible cryptographic primitives powered
by Rust NIFs with precompiled binaries — no Rust toolchain, no C compiler,
no system packages required.
Quick Start
# Generate keys
key = MetamorphicCrypto.generate_key()
{public_key, private_key} = MetamorphicCrypto.generate_keypair()

# Symmetric encryption (XSalsa20-Poly1305)
{:ok, ciphertext} = MetamorphicCrypto.encrypt("hello", key)
{:ok, "hello"} = MetamorphicCrypto.decrypt(ciphertext, key)

# Public-key encryption (X25519 sealed box)
{:ok, sealed} = MetamorphicCrypto.seal("secret", public_key)
{:ok, "secret"} = MetamorphicCrypto.unseal(sealed, public_key, private_key)
Modules
For full control, use the specialized modules directly:
	MetamorphicCrypto.SecretBox — symmetric encryption
	MetamorphicCrypto.BoxSeal — public-key encryption
	MetamorphicCrypto.Hybrid — ML-KEM (512/768/1024) + X25519 post-quantum
	MetamorphicCrypto.Seal — unified seal/unseal (auto-detects format)
	MetamorphicCrypto.KDF — Argon2id key derivation
	MetamorphicCrypto.Keys — key generation and management
	MetamorphicCrypto.Hash — SHA3/SHA2 hashing for public data (fingerprints, safety numbers)
	MetamorphicCrypto.Mac — HMAC-SHA256 keyed message authentication (RFC 2104)
	MetamorphicCrypto.Sign — hybrid ML-DSA + Ed25519 post-quantum signatures
	MetamorphicCrypto.Vrf — ECVRF-Edwards25519-SHA512-TAI verifiable random function (RFC 9381)
	MetamorphicCrypto.VrfP256 — ECVRF-P256-SHA256-TAI verifiable random function (RFC 9381)
	MetamorphicCrypto.Recovery — human-readable recovery keys

Wire Format
All functions accept and return base64-encoded strings. Ciphertext produced
by this library is byte-compatible with libsodium/NaCl and the
metamorphic-crypto WASM module used in browser clients.

      


      
        Summary


  
    Functions
  


    
      
        decrypt(ciphertext, key)

      


        Decrypt a ciphertext back to a UTF-8 string.



    


    
      
        derive_public_key(secret_key_b64)

      


        Re-derive the base64 public key from a base64 hybrid signing secret key.



    


    
      
        encrypt(plaintext, key)

      


        Encrypt a UTF-8 string with a symmetric key.



    


    
      
        generate_key()

      


        Generate a random 32-byte symmetric key (base64-encoded).



    


    
      
        generate_keypair()

      


        Generate an X25519 keypair.



    


    
      
        generate_signing_keypair(level \\ :cat3)

      


        Generate a hybrid ML-DSA + Ed25519 signing keypair (Cat-3 / ML-DSA-65 default).



    


    
      
        seal(plaintext, public_key)

      


        Encrypt a UTF-8 string to a recipient's public key (anonymous sealed box).



    


    
      
        sha3_512(data_b64)

      


        SHA3-512 of base64-encoded data (base64 digest out).



    


    
      
        sha3_512_with_context(context, data_b64)

      


        Domain-separated SHA3-512 — recommended for key fingerprints, safety numbers,
and key-transparency-log entries.



    


    
      
        sign(message, context, secret_key_b64)

      


        Sign a message binary under a UTF-8 context with a base64 hybrid
secret_key.



    


    
      
        unseal(ciphertext, public_key, private_key)

      


        Decrypt a sealed box using the recipient's keypair.



    


    
      
        verify(message, context, signature_b64, public_key_b64)

      


        Verify a composite signature over message / context against public_key.



    





      


      
        Functions


        


  
    
      
    
    
      decrypt(ciphertext, key)



        
          
        

    

  


  

      

          @spec decrypt(ciphertext :: String.t(), key :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Decrypt a ciphertext back to a UTF-8 string.
Example
{:ok, "hello, world!"} = MetamorphicCrypto.decrypt(ciphertext, key)

  



  
    
      
    
    
      derive_public_key(secret_key_b64)



        
          
        

    

  


  

      

          @spec derive_public_key(secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Re-derive the base64 public key from a base64 hybrid signing secret key.
Deterministic — reproduces the keypair's public_key exactly, which is what
makes recovery-based key regeneration byte-identical. See
MetamorphicCrypto.Sign.

  



  
    
      
    
    
      encrypt(plaintext, key)



        
          
        

    

  


  

      

          @spec encrypt(plaintext :: String.t(), key :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encrypt a UTF-8 string with a symmetric key.
Uses XSalsa20-Poly1305 (NaCl secretbox). Returns base64-encoded ciphertext.
Example
key = MetamorphicCrypto.generate_key()
{:ok, ciphertext} = MetamorphicCrypto.encrypt("hello, world!", key)

  



  
    
      
    
    
      generate_key()



        
          
        

    

  


  

      

          @spec generate_key() :: String.t()


      


Generate a random 32-byte symmetric key (base64-encoded).
Example
key = MetamorphicCrypto.generate_key()

  



  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: {String.t(), String.t()}


      


Generate an X25519 keypair.
Returns {public_key, private_key} as base64-encoded strings.
Example
{public_key, private_key} = MetamorphicCrypto.generate_keypair()

  



    

  
    
      
    
    
      generate_signing_keypair(level \\ :cat3)



        
          
        

    

  


  

      

          @spec generate_signing_keypair(MetamorphicCrypto.Sign.level()) ::
  MetamorphicCrypto.Sign.keypair()


      


Generate a hybrid ML-DSA + Ed25519 signing keypair (Cat-3 / ML-DSA-65 default).
Returns %{public_key: base64, secret_key: base64}. See
MetamorphicCrypto.Sign for security levels, the wire format, and the recovery
hook.
Example
kp = MetamorphicCrypto.generate_signing_keypair()
kp = MetamorphicCrypto.generate_signing_keypair(:cat5)

  



  
    
      
    
    
      seal(plaintext, public_key)



        
          
        

    

  


  

      

          @spec seal(plaintext :: String.t(), public_key :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encrypt a UTF-8 string to a recipient's public key (anonymous sealed box).
The sender remains anonymous — only the recipient can decrypt.
Example
{public_key, _private_key} = MetamorphicCrypto.generate_keypair()
{:ok, sealed} = MetamorphicCrypto.seal("secret message", public_key)

  



  
    
      
    
    
      sha3_512(data_b64)



        
          
        

    

  


  

      

          @spec sha3_512(data_b64 :: String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


SHA3-512 of base64-encoded data (base64 digest out).
General-purpose digest for public data. For key fingerprints, safety
numbers, and key-transparency-log entries, prefer sha3_512_with_context/2.
See MetamorphicCrypto.Hash for the full menu and the "public data only"
security note.
Example
{:ok, digest} = MetamorphicCrypto.sha3_512(Base.encode64("abc"))

  



  
    
      
    
    
      sha3_512_with_context(context, data_b64)



        
          
        

    

  


  

      

          @spec sha3_512_with_context(context :: String.t(), data_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Domain-separated SHA3-512 — recommended for key fingerprints, safety numbers,
and key-transparency-log entries.
context is a versioned UTF-8 label (e.g. "mosslet/key-fingerprint/v1");
data_b64 is the base64-encoded payload. See MetamorphicCrypto.Hash.
Example
{:ok, fp} =
  MetamorphicCrypto.sha3_512_with_context(
    "mosslet/key-fingerprint/v1",
    Base.encode64("public key bytes")
  )

  



  
    
      
    
    
      sign(message, context, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign(message :: binary(), context :: String.t(), secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Sign a message binary under a UTF-8 context with a base64 hybrid
secret_key.
Returns {:ok, signature_b64}. ML-DSA signing is randomized, so signatures are
non-reproducible (but verify). See MetamorphicCrypto.Sign.
Example
{:ok, sig} =
  MetamorphicCrypto.sign("log entry", "metamorphic/sign/v1", kp.secret_key)

  



  
    
      
    
    
      unseal(ciphertext, public_key, private_key)



        
          
        

    

  


  

      

          @spec unseal(
  ciphertext :: String.t(),
  public_key :: String.t(),
  private_key :: String.t()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Decrypt a sealed box using the recipient's keypair.
Example
{public_key, private_key} = MetamorphicCrypto.generate_keypair()
{:ok, sealed} = MetamorphicCrypto.seal("secret", public_key)
{:ok, "secret"} = MetamorphicCrypto.unseal(sealed, public_key, private_key)

  



  
    
      
    
    
      verify(message, context, signature_b64, public_key_b64)



        
          
        

    

  


  

      

          @spec verify(
  message :: binary(),
  context :: String.t(),
  signature_b64 :: String.t(),
  public_key_b64 :: String.t()
) :: boolean()


      


Verify a composite signature over message / context against public_key.
Returns true only if both the Ed25519 and ML-DSA components verify
(strict AND); false otherwise (including malformed input). See
MetamorphicCrypto.Sign.
Example
true = MetamorphicCrypto.verify("log entry", "metamorphic/sign/v1", sig, kp.public_key)

  


        

      


  

    
MetamorphicCrypto.SecretBox 
    



      
XSalsa20-Poly1305 authenticated symmetric encryption (NaCl secretbox).
Ciphertext layout: nonce (24 bytes) || ciphertext (plaintext_len + 16 byte MAC)
This is the same format produced by libsodium's crypto_secretbox_easy with a
prepended random nonce, making it compatible with existing NaCl implementations.
Usage
key = MetamorphicCrypto.Keys.generate_key()

# Encrypt/decrypt UTF-8 strings
{:ok, ct} = MetamorphicCrypto.SecretBox.encrypt_string("hello", key)
{:ok, "hello"} = MetamorphicCrypto.SecretBox.decrypt_string(ct, key)

# Encrypt/decrypt raw bytes (as base64)
plaintext_b64 = Base.encode64("raw bytes")
{:ok, ct} = MetamorphicCrypto.SecretBox.encrypt(plaintext_b64, key)
{:ok, ^plaintext_b64} = MetamorphicCrypto.SecretBox.decrypt(ct, key)

      


      
        Summary


  
    Functions
  


    
      
        decrypt(ciphertext_b64, key_b64)

      


        Decrypt base64 ciphertext, returning plaintext as base64.



    


    
      
        decrypt_string(ciphertext_b64, key_b64)

      


        Decrypt base64 ciphertext to a UTF-8 string.



    


    
      
        decrypt_string!(ciphertext_b64, key_b64)

      


        Decrypt base64 ciphertext to a UTF-8 string, raising on failure.



    


    
      
        encrypt(plaintext_b64, key_b64)

      


        Encrypt raw bytes (passed as base64) with a base64 key.



    


    
      
        encrypt_string(plaintext, key_b64)

      


        Encrypt a UTF-8 string with a base64 key.



    


    
      
        encrypt_string!(plaintext, key_b64)

      


        Encrypt a UTF-8 string, raising on failure.



    





      


      
        Functions


        


  
    
      
    
    
      decrypt(ciphertext_b64, key_b64)



        
          
        

    

  


  

      

          @spec decrypt(ciphertext_b64 :: String.t(), key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Decrypt base64 ciphertext, returning plaintext as base64.
Returns {:ok, plaintext_b64} or {:error, reason}.

  



  
    
      
    
    
      decrypt_string(ciphertext_b64, key_b64)



        
          
        

    

  


  

      

          @spec decrypt_string(ciphertext_b64 :: String.t(), key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Decrypt base64 ciphertext to a UTF-8 string.
Returns {:ok, plaintext} or {:error, reason}.
Example
{:ok, "my secret"} = MetamorphicCrypto.SecretBox.decrypt_string(ct, key)

  



  
    
      
    
    
      decrypt_string!(ciphertext_b64, key_b64)



        
          
        

    

  


  

      

          @spec decrypt_string!(ciphertext_b64 :: String.t(), key_b64 :: String.t()) ::
  String.t()


      


Decrypt base64 ciphertext to a UTF-8 string, raising on failure.
Example
"hello" = MetamorphicCrypto.SecretBox.decrypt_string!(ct, key)

  



  
    
      
    
    
      encrypt(plaintext_b64, key_b64)



        
          
        

    

  


  

      

          @spec encrypt(plaintext_b64 :: String.t(), key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encrypt raw bytes (passed as base64) with a base64 key.
Returns {:ok, ciphertext_b64} or {:error, reason}.

  



  
    
      
    
    
      encrypt_string(plaintext, key_b64)



        
          
        

    

  


  

      

          @spec encrypt_string(plaintext :: String.t(), key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encrypt a UTF-8 string with a base64 key.
Returns {:ok, ciphertext_b64} or {:error, reason}.
Example
key = MetamorphicCrypto.Keys.generate_key()
{:ok, ct} = MetamorphicCrypto.SecretBox.encrypt_string("my secret", key)

  



  
    
      
    
    
      encrypt_string!(plaintext, key_b64)



        
          
        

    

  


  

      

          @spec encrypt_string!(plaintext :: String.t(), key_b64 :: String.t()) :: String.t()


      


Encrypt a UTF-8 string, raising on failure.
Example
ct = MetamorphicCrypto.SecretBox.encrypt_string!("hello", key)

  


        

      


  

    
MetamorphicCrypto.BoxSeal 
    



      
X25519 anonymous sealed box (public-key encryption).
Implements the libsodium crypto_box_seal / crypto_box_seal_open construction:
	Generate an ephemeral X25519 keypair
	Derive nonce = BLAKE2b-24(ephemeral_pk || recipient_pk)
	Encrypt with crypto_box(msg, nonce, recipient_pk, ephemeral_sk)
	Output: ephemeral_pk (32 bytes) || box ciphertext (len + 16 byte MAC)

The sender remains anonymous — only the recipient can decrypt.
Usage
{pk, sk} = MetamorphicCrypto.Keys.generate_keypair()

{:ok, sealed} = MetamorphicCrypto.BoxSeal.seal("secret", pk)
{:ok, "secret"} = MetamorphicCrypto.BoxSeal.open(sealed, pk, sk)

      


      
        Summary


  
    Functions
  


    
      
        open(ciphertext_b64, public_key_b64, private_key_b64)

      


        Open a sealed box, returning the decrypted UTF-8 string.



    


    
      
        open_raw(ciphertext_b64, public_key_b64, private_key_b64)

      


        Open a sealed box, returning the plaintext as base64.



    


    
      
        seal(plaintext, public_key_b64)

      


        Seal a UTF-8 plaintext string to a recipient's public key.



    


    
      
        seal_raw(plaintext_b64, public_key_b64)

      


        Seal raw bytes (as base64) to a recipient's public key.



    





      


      
        Functions


        


  
    
      
    
    
      open(ciphertext_b64, public_key_b64, private_key_b64)



        
          
        

    

  


  

      

          @spec open(
  ciphertext_b64 :: String.t(),
  public_key_b64 :: String.t(),
  private_key_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Open a sealed box, returning the decrypted UTF-8 string.
Returns {:ok, plaintext} or {:error, reason}.
Example
{pk, sk} = MetamorphicCrypto.Keys.generate_keypair()
{:ok, sealed} = MetamorphicCrypto.BoxSeal.seal("secret", pk)
{:ok, "secret"} = MetamorphicCrypto.BoxSeal.open(sealed, pk, sk)

  



  
    
      
    
    
      open_raw(ciphertext_b64, public_key_b64, private_key_b64)



        
          
        

    

  


  

      

          @spec open_raw(
  ciphertext_b64 :: String.t(),
  public_key_b64 :: String.t(),
  private_key_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Open a sealed box, returning the plaintext as base64.
Returns {:ok, plaintext_b64} or {:error, reason}.

  



  
    
      
    
    
      seal(plaintext, public_key_b64)



        
          
        

    

  


  

      

          @spec seal(plaintext :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal a UTF-8 plaintext string to a recipient's public key.
Returns {:ok, ciphertext_b64} or {:error, reason}.
Example
{pk, _sk} = MetamorphicCrypto.Keys.generate_keypair()
{:ok, sealed} = MetamorphicCrypto.BoxSeal.seal("hello", pk)

  



  
    
      
    
    
      seal_raw(plaintext_b64, public_key_b64)



        
          
        

    

  


  

      

          @spec seal_raw(plaintext_b64 :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal raw bytes (as base64) to a recipient's public key.
Returns {:ok, ciphertext_b64} or {:error, reason}.

  


        

      


  

    
MetamorphicCrypto.Hybrid 
    



      
ML-KEM + X25519 hybrid post-quantum encryption.
Provides quantum-resistant key encapsulation by combining:
	ML-KEM (NIST FIPS 203) — lattice-based post-quantum KEM
	X25519 — classical elliptic-curve Diffie-Hellman

Security Levels
	Level	ML-KEM	NIST Category	Equivalent	Version Tag
	Cat-1	512	1	~AES-128	0x01
	Cat-3	768	3	~AES-192	0x02
	Cat-5	1024	5	~AES-256	0x03

Pass :cat1, :cat3, or :cat5 to choose the security level. The default is :cat3.
NIST defines ML-KEM only at categories 1/3/5
FIPS 203 standardizes ML-KEM at parameter sets 512/768/1024, mapping to NIST
security categories 1/3/5. There is intentionally no Cat-2 or Cat-4 KEM —
this module never invents one. The classical half of the hybrid is always
X25519 (~Cat-1 classical), so X25519 is the classical floor at every tier; the
post-quantum half is what grows from Cat-1 → Cat-3 → Cat-5.
Note the per-artifact-type wire-format version tags: on the KEM side 0x01
denotes Cat-1 (ML-KEM-512), whereas on the signature side 0x01 denotes
Cat-2 (ML-DSA-44). The version byte is scoped to its artifact type; the two
schemes agree on the shared Cat-3/Cat-5 rungs.
Ciphertext formats
v1 (Cat-1): 0x01 || ML-KEM-512 ct (768 B)  || X25519 eph pk (32 B) || nonce (24 B) || secretbox ct
v2 (Cat-3): 0x02 || ML-KEM-768 ct (1088 B) || X25519 eph pk (32 B) || nonce (24 B) || secretbox ct
v3 (Cat-5): 0x03 || ML-KEM-1024 ct (1568 B) || X25519 eph pk (32 B) || nonce (24 B) || secretbox ct
Key sizes
	Component	Cat-1	Cat-3	Cat-5
	Public key	832 bytes	1216 bytes	1600 bytes
	Secret key (seed)	32 bytes	32 bytes	32 bytes

Usage
# Cat-3 (default)
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair()
{:ok, ct} = MetamorphicCrypto.Hybrid.seal("quantum-safe secret", pk)
{:ok, "quantum-safe secret"} = MetamorphicCrypto.Hybrid.open(ct, sk)

# Cat-1 (ML-KEM-512, lightest standardized tier)
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat1)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal("quantum-safe secret", pk, :cat1)
{:ok, "quantum-safe secret"} = MetamorphicCrypto.Hybrid.open(ct, sk)

# Cat-5 (ML-KEM-1024, highest security)
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat5)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal("top secret", pk, :cat5)
{:ok, "top secret"} = MetamorphicCrypto.Hybrid.open(ct, sk)

      


      
        Summary


  
    Types
  


    
      
        security_level()

      


        NIST post-quantum security level.



    


    
      
        suite()

      


        CNSA 2.0 suite axis (orthogonal to security_level/0).



    





  
    Functions
  


    
      
        generate_keypair(level \\ :cat3)

      


        Generate a hybrid ML-KEM + X25519 keypair.



    


    
      
        generate_keypair_512()

      


        Generate a hybrid ML-KEM-512 + X25519 keypair (Cat-1, lightest standardized tier).



    


    
      
        generate_keypair_1024()

      


        Generate a hybrid ML-KEM-1024 + X25519 keypair (Cat-5, highest security).



    


    
      
        generate_keypair_suite(suite, level \\ :cat5)

      


        Generate a keypair for the given suite/0 + security_level/0.



    


    
      
        hybrid_ciphertext?(ciphertext_b64)

      


        Check if a base64 ciphertext uses the hybrid format (v1 Cat-1, v2 Cat-3, or v3 Cat-5).



    


    
      
        open(ciphertext_b64, secret_key_b64)

      


        Open a hybrid-sealed ciphertext, returning the decrypted UTF-8 string.



    


    
      
        open(ciphertext_b64, secret_key_b64, context_label)

      


        Open a hybrid-sealed ciphertext using an explicit context_label.



    


    
      
        open_raw(ciphertext_b64, secret_key_b64)

      


        Open a hybrid-sealed ciphertext, returning plaintext as base64.



    


    
      
        open_raw(ciphertext_b64, secret_key_b64, context_label)

      


        Open a hybrid-sealed ciphertext with an explicit context_label, returning
plaintext as base64. See open/3.



    


    
      
        seal(plaintext, public_key_b64, level \\ :cat3)

      


        Seal a UTF-8 plaintext string using hybrid post-quantum encryption.



    


    
      
        seal_512(plaintext, public_key_b64)

      


        Seal a UTF-8 plaintext string using Cat-1 hybrid post-quantum encryption (ML-KEM-512).



    


    
      
        seal_1024(plaintext, public_key_b64)

      


        Seal a UTF-8 plaintext string using Cat-5 hybrid post-quantum encryption (ML-KEM-1024).



    


    
      
        seal_context_v1()

      


        The default versioned context label bound into the new CNSA 2.0 seal suites:
"metamorphic/seal/v1".



    


    
      
        seal_raw(plaintext_b64, public_key_b64, level \\ :cat3)

      


        Seal raw bytes (as base64) using hybrid post-quantum encryption.



    


    
      
        seal_raw_512(plaintext_b64, public_key_b64)

      


        Seal raw bytes (as base64) using Cat-1 hybrid post-quantum encryption.



    


    
      
        seal_raw_1024(plaintext_b64, public_key_b64)

      


        Seal raw bytes (as base64) using Cat-5 hybrid post-quantum encryption.



    


    
      
        seal_suite(plaintext, public_key_b64, suite, level, opts \\ [])

      


        Seal a UTF-8 plaintext string under the given suite/0 + security_level/0.



    


    
      
        seal_suite_raw(plaintext_b64, public_key_b64, suite, level, opts \\ [])

      


        Seal raw bytes (as base64) under the given suite/0 + security_level/0.



    





      


      
        Types


        


  
    
      
    
    
      security_level()



        
          
        

    

  


  

      

          @type security_level() :: :cat1 | :cat3 | :cat5


      


NIST post-quantum security level.
	:cat1 — ML-KEM-512 + X25519 (~AES-128, NIST Category 1).
	:cat3 — ML-KEM-768 + X25519 (~AES-192, NIST Category 3). Default.
	:cat5 — ML-KEM-1024 + X25519 (~AES-256, NIST Category 5).


  



  
    
      
    
    
      suite()



        
          
        

    

  


  

      

          @type suite() :: :hybrid | :hybrid_matched | :pure_cnsa2


      


CNSA 2.0 suite axis (orthogonal to security_level/0).
security_level picks the ML-KEM parameter set; suite picks the
composition posture:
	:hybrid — default & recommended. Existing ML-KEM + X25519 strict-AND
construction. Byte-for-byte unchanged; classical floor is X25519 (~Cat-1) at
every level. Wire tags 0x01/0x02/0x03.
	:hybrid_matched — opt-in. The classical partner is matched to the PQ
category so it is never the weak link: Cat-1 → X25519 (identical to
:hybrid, no new format), Cat-3 → X448 (tag 0x13), Cat-5 → P-521 ECDH
(tag 0x14).
	:pure_cnsa2 — opt-in, Cat-5 only. Pure ML-KEM-1024 + AES-256-GCM, no
classical half — the NSA CNSA 2.0 box (tag 0x10). Standards-compliant but
without the classical backstop the default :hybrid keeps until the lattice
implementation is independently audited.

Honest posture
CNSA 2.0 algorithm suite, NCC-audited primitives, pure-Rust and memory-safe
(#![forbid(unsafe_code)] at our layer) — not "FIPS 140-3 validated."

  


        

      

      
        Functions


        


    

  
    
      
    
    
      generate_keypair(level \\ :cat3)



        
          
        

    

  


  

      

          @spec generate_keypair(security_level()) :: {String.t(), String.t()}


      


Generate a hybrid ML-KEM + X25519 keypair.
Accepts an optional security_level/0 (defaults to :cat3).
Returns {public_key_b64, secret_key_b64}.
Examples
# Cat-3 (default)
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair()

# Cat-5
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat5)

  



  
    
      
    
    
      generate_keypair_512()



        
          
        

    

  


  

      

          @spec generate_keypair_512() :: {String.t(), String.t()}


      


Generate a hybrid ML-KEM-512 + X25519 keypair (Cat-1, lightest standardized tier).
Convenience alias for generate_keypair(:cat1).
Returns {public_key_b64, secret_key_b64}.
Example
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair_512()

  



  
    
      
    
    
      generate_keypair_1024()



        
          
        

    

  


  

      

          @spec generate_keypair_1024() :: {String.t(), String.t()}


      


Generate a hybrid ML-KEM-1024 + X25519 keypair (Cat-5, highest security).
Convenience alias for generate_keypair(:cat5).
Returns {public_key_b64, secret_key_b64}.
Example
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair_1024()

  



    

  
    
      
    
    
      generate_keypair_suite(suite, level \\ :cat5)



        
          
        

    

  


  

      

          @spec generate_keypair_suite(suite(), security_level()) ::
  {:ok, {String.t(), String.t()}} | {:error, String.t()}


      


Generate a keypair for the given suite/0 + security_level/0.
:hybrid (any level) and :hybrid_matched at :cat1 produce the existing
ML-KEM + X25519 keys (byte-identical to generate_keypair/1). The matched
Cat-3/Cat-5 and pure suites produce the new combined-key layouts; the secret
key stays a single 32-byte root seed.
Returns {:ok, {public_key_b64, secret_key_b64}}, or {:error, reason} for
unsupported combinations (e.g. :pure_cnsa2 below :cat5).
Examples
# Pure CNSA 2.0 (ML-KEM-1024, Cat-5 only)
{:ok, {pk, sk}} = MetamorphicCrypto.Hybrid.generate_keypair_suite(:pure_cnsa2, :cat5)

# Matched-strength hybrid (ML-KEM-768 + X448)
{:ok, {pk, sk}} = MetamorphicCrypto.Hybrid.generate_keypair_suite(:hybrid_matched, :cat3)

  



  
    
      
    
    
      hybrid_ciphertext?(ciphertext_b64)



        
          
        

    

  


  

      

          @spec hybrid_ciphertext?(ciphertext_b64 :: String.t()) :: boolean()


      


Check if a base64 ciphertext uses the hybrid format (v1 Cat-1, v2 Cat-3, or v3 Cat-5).
Example
MetamorphicCrypto.Hybrid.hybrid_ciphertext?(ciphertext)
#=> true

  



  
    
      
    
    
      open(ciphertext_b64, secret_key_b64)



        
          
        

    

  


  

      

          @spec open(ciphertext_b64 :: String.t(), secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Open a hybrid-sealed ciphertext, returning the decrypted UTF-8 string.
Automatically detects the suite + level from the version tag byte: legacy
:hybrid Cat-1/Cat-3/Cat-5 (0x01/0x02/0x03) and the new CNSA 2.0 suites
(0x10 PureCnsa2, 0x13/0x14 HybridMatched). The new suites are opened with
the default context label (seal_context_v1/0); use open/3 to supply a
custom per-tenant label.
Returns {:ok, plaintext} or {:error, reason}.
Example
{pk, sk} = MetamorphicCrypto.Hybrid.generate_keypair()
{:ok, ct} = MetamorphicCrypto.Hybrid.seal("hello PQ", pk)
{:ok, "hello PQ"} = MetamorphicCrypto.Hybrid.open(ct, sk)

  



  
    
      
    
    
      open(ciphertext_b64, secret_key_b64, context_label)



        
          
        

    

  


  

      

          @spec open(
  ciphertext_b64 :: String.t(),
  secret_key_b64 :: String.t(),
  context_label :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Open a hybrid-sealed ciphertext using an explicit context_label.
Required only for ciphertexts produced by a new CNSA 2.0 suite
(:hybrid_matched Cat-3/Cat-5, :pure_cnsa2) with a non-default context
label. Legacy :hybrid tags (0x01/0x02/0x03) ignore the label. The
label must match the one passed to seal_suite/5 at seal time.
Returns {:ok, plaintext} or {:error, reason}.
Example
{:ok, ct} =
  MetamorphicCrypto.Hybrid.seal_suite("secret", pk, :pure_cnsa2, :cat5,
    context_label: "mosslet/seal/v1")
{:ok, "secret"} = MetamorphicCrypto.Hybrid.open(ct, sk, "mosslet/seal/v1")

  



  
    
      
    
    
      open_raw(ciphertext_b64, secret_key_b64)



        
          
        

    

  


  

      

          @spec open_raw(ciphertext_b64 :: String.t(), secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Open a hybrid-sealed ciphertext, returning plaintext as base64.
Automatically detects Cat-1, Cat-3, or Cat-5 from the version tag.
Returns {:ok, plaintext_b64} or {:error, reason}.

  



  
    
      
    
    
      open_raw(ciphertext_b64, secret_key_b64, context_label)



        
          
        

    

  


  

      

          @spec open_raw(
  ciphertext_b64 :: String.t(),
  secret_key_b64 :: String.t(),
  context_label :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Open a hybrid-sealed ciphertext with an explicit context_label, returning
plaintext as base64. See open/3.
Returns {:ok, plaintext_b64} or {:error, reason}.

  



    

  
    
      
    
    
      seal(plaintext, public_key_b64, level \\ :cat3)



        
          
        

    

  


  

      

          @spec seal(plaintext :: String.t(), public_key_b64 :: String.t(), security_level()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal a UTF-8 plaintext string using hybrid post-quantum encryption.
Accepts an optional security_level/0 (defaults to :cat3).
Returns {:ok, ciphertext_b64} or {:error, reason}.
Examples
# Cat-3 (default)
{pk, _sk} = MetamorphicCrypto.Hybrid.generate_keypair()
{:ok, ct} = MetamorphicCrypto.Hybrid.seal("secret data", pk)

# Cat-5
{pk, _sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat5)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal("secret data", pk, :cat5)

  



  
    
      
    
    
      seal_512(plaintext, public_key_b64)



        
          
        

    

  


  

      

          @spec seal_512(plaintext :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal a UTF-8 plaintext string using Cat-1 hybrid post-quantum encryption (ML-KEM-512).
Convenience alias for seal(plaintext, public_key_b64, :cat1).
Returns {:ok, ciphertext_b64} or {:error, reason}.
Example
{pk, _sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat1)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal_512("quantum-safe secret", pk)

  



  
    
      
    
    
      seal_1024(plaintext, public_key_b64)



        
          
        

    

  


  

      

          @spec seal_1024(plaintext :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal a UTF-8 plaintext string using Cat-5 hybrid post-quantum encryption (ML-KEM-1024).
Convenience alias for seal(plaintext, public_key_b64, :cat5).
Returns {:ok, ciphertext_b64} or {:error, reason}.
Example
{pk, _sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat5)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal_1024("top secret", pk)

  



  
    
      
    
    
      seal_context_v1()



        
          
        

    

  


  

      

          @spec seal_context_v1() :: String.t()


      


The default versioned context label bound into the new CNSA 2.0 seal suites:
"metamorphic/seal/v1".
Grammar: "<namespace>/<purpose>/v<major>". The namespace is the one
per-tenant knob (pass your own, e.g. "mosslet/seal/v1"); the label is bound
into both the HKDF-SHA512 info and the AES-256-GCM AAD. It is ignored by the
legacy :hybrid suite (tags 0x01/0x02/0x03), which binds no context.
Example
iex> MetamorphicCrypto.Hybrid.seal_context_v1()
"metamorphic/seal/v1"

  



    

  
    
      
    
    
      seal_raw(plaintext_b64, public_key_b64, level \\ :cat3)



        
          
        

    

  


  

      

          @spec seal_raw(
  plaintext_b64 :: String.t(),
  public_key_b64 :: String.t(),
  security_level()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal raw bytes (as base64) using hybrid post-quantum encryption.
Accepts an optional security_level/0 (defaults to :cat3).
Returns {:ok, ciphertext_b64} or {:error, reason}.

  



  
    
      
    
    
      seal_raw_512(plaintext_b64, public_key_b64)



        
          
        

    

  


  

      

          @spec seal_raw_512(plaintext_b64 :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal raw bytes (as base64) using Cat-1 hybrid post-quantum encryption.
Convenience alias for seal_raw(plaintext_b64, public_key_b64, :cat1).
Returns {:ok, ciphertext_b64} or {:error, reason}.

  



  
    
      
    
    
      seal_raw_1024(plaintext_b64, public_key_b64)



        
          
        

    

  


  

      

          @spec seal_raw_1024(plaintext_b64 :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal raw bytes (as base64) using Cat-5 hybrid post-quantum encryption.
Convenience alias for seal_raw(plaintext_b64, public_key_b64, :cat5).
Returns {:ok, ciphertext_b64} or {:error, reason}.

  



    

  
    
      
    
    
      seal_suite(plaintext, public_key_b64, suite, level, opts \\ [])



        
          
        

    

  


  

      

          @spec seal_suite(
  plaintext :: String.t(),
  public_key_b64 :: String.t(),
  suite(),
  security_level(),
  opts :: keyword()
) :: {:ok, String.t()} | {:error, String.t()}


      


Seal a UTF-8 plaintext string under the given suite/0 + security_level/0.
Accepts an optional :context_label (defaults to seal_context_v1/0) which is
bound into the HKDF-SHA512 info and AES-256-GCM AAD for the new CNSA 2.0
suites; it is ignored by the legacy :hybrid suite. Open the result with
open/2 (default label) or open/3 (custom label).
Returns {:ok, ciphertext_b64} or {:error, reason}.
Examples
{:ok, {pk, sk}} = MetamorphicCrypto.Hybrid.generate_keypair_suite(:pure_cnsa2, :cat5)
{:ok, ct} = MetamorphicCrypto.Hybrid.seal_suite("top secret", pk, :pure_cnsa2, :cat5)
{:ok, "top secret"} = MetamorphicCrypto.Hybrid.open(ct, sk)

# Custom per-tenant context label
{:ok, ct} =
  MetamorphicCrypto.Hybrid.seal_suite("secret", pk, :pure_cnsa2, :cat5,
    context_label: "mosslet/seal/v1")
{:ok, "secret"} = MetamorphicCrypto.Hybrid.open(ct, sk, "mosslet/seal/v1")

  



    

  
    
      
    
    
      seal_suite_raw(plaintext_b64, public_key_b64, suite, level, opts \\ [])



        
          
        

    

  


  

      

          @spec seal_suite_raw(
  plaintext_b64 :: String.t(),
  public_key_b64 :: String.t(),
  suite(),
  security_level(),
  opts :: keyword()
) :: {:ok, String.t()} | {:error, String.t()}


      


Seal raw bytes (as base64) under the given suite/0 + security_level/0.
Same as seal_suite/5 but accepts pre-encoded base64 plaintext. Supports the
same :context_label option.
Returns {:ok, ciphertext_b64} or {:error, reason}.

  


        

      


  

    
MetamorphicCrypto.Seal 
    



      
Unified seal/unseal with automatic format detection.
This module provides the highest-level encryption API. It automatically
selects the best available algorithm:
	If a post-quantum public key is provided, uses ML-KEM + X25519 hybrid
	Otherwise, falls back to X25519 sealed box (NaCl-compatible)

On decryption, the format is auto-detected from the ciphertext header byte,
so old (legacy) and new (PQ) ciphertexts can coexist seamlessly.
Security Levels
When sealing with a PQ key, pass :level to choose the NIST category:
	:cat1 — ML-KEM-512 + X25519 (~AES-128).
	:cat3 — ML-KEM-768 + X25519 (~AES-192). Default.
	:cat5 — ML-KEM-1024 + X25519 (~AES-256).

Decryption always auto-detects the level from the ciphertext header.
Usage
# Classical (X25519 only)
{pk, sk} = MetamorphicCrypto.Keys.generate_keypair()
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("data", pk)
{:ok, "data"} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk)

# Post-quantum hybrid Cat-3 (default)
{pq_pk, pq_sk} = MetamorphicCrypto.Hybrid.generate_keypair()
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("data", pk, pq_public_key: pq_pk)
{:ok, "data"} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk, pq_secret_key: pq_sk)

# Post-quantum hybrid Cat-1 (lightest standardized tier)
{pq_pk, pq_sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat1)
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("data", pk, pq_public_key: pq_pk, level: :cat1)
{:ok, "data"} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk, pq_secret_key: pq_sk)

# Post-quantum hybrid Cat-5 (highest security)
{pq_pk, pq_sk} = MetamorphicCrypto.Hybrid.generate_keypair(:cat5)
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("data", pk, pq_public_key: pq_pk, level: :cat5)
{:ok, "data"} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk, pq_secret_key: pq_sk)

      


      
        Summary


  
    Functions
  


    
      
        seal_for_user(plaintext, public_key_b64, opts \\ [])

      


        Seal plaintext (UTF-8 string) to a user's key(s).



    


    
      
        seal_for_user_raw(plaintext_b64, public_key_b64, opts \\ [])

      


        Seal raw bytes (as base64) to a user's key(s).



    


    
      
        unseal_from_user(ciphertext_b64, public_key_b64, private_key_b64, opts \\ [])

      


        Unseal ciphertext using the user's key(s). Auto-detects format.



    





      


      
        Functions


        


    

  
    
      
    
    
      seal_for_user(plaintext, public_key_b64, opts \\ [])



        
          
        

    

  


  

      

          @spec seal_for_user(
  plaintext :: String.t(),
  public_key_b64 :: String.t(),
  opts :: keyword()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Seal plaintext (UTF-8 string) to a user's key(s).
Options
	:pq_public_key — if provided, uses hybrid ML-KEM + X25519 encryption.
Otherwise uses classical X25519 sealed box.
	:level — MetamorphicCrypto.Hybrid.security_level/0, one of :cat1,
:cat3 (default), or :cat5. Only applies when :pq_public_key is present.
	:suite — MetamorphicCrypto.Hybrid.suite/0, one of :hybrid (default),
:hybrid_matched, or :pure_cnsa2. With a non-default suite the result
carries a new CNSA 2.0 wire tag and must be opened with
MetamorphicCrypto.Hybrid.open/2,3 (not unseal_from_user/4, which only
auto-detects the legacy :hybrid tags). :pure_cnsa2 requires
level: :cat5.

Examples
# Classical
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("secret", public_key)

# Post-quantum Cat-3 (default)
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("secret", public_key, pq_public_key: pq_pk)

# Post-quantum Cat-1
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("secret", public_key,
  pq_public_key: pq_pk, level: :cat1)

# Post-quantum Cat-5
{:ok, ct} = MetamorphicCrypto.Seal.seal_for_user("secret", public_key,
  pq_public_key: pq_pk, level: :cat5)

  



    

  
    
      
    
    
      seal_for_user_raw(plaintext_b64, public_key_b64, opts \\ [])



        
          
        

    

  


  

      

          @spec seal_for_user_raw(
  plaintext_b64 :: String.t(),
  public_key_b64 :: String.t(),
  opts :: keyword()
) :: {:ok, String.t()} | {:error, String.t()}


      


Seal raw bytes (as base64) to a user's key(s).
Same as seal_for_user/3 but accepts pre-encoded base64 plaintext.
Supports the same options (:pq_public_key, :level).

  



    

  
    
      
    
    
      unseal_from_user(ciphertext_b64, public_key_b64, private_key_b64, opts \\ [])



        
          
        

    

  


  

      

          @spec unseal_from_user(
  ciphertext_b64 :: String.t(),
  public_key_b64 :: String.t(),
  private_key_b64 :: String.t(),
  opts :: keyword()
) :: {:ok, String.t()} | {:error, String.t()}


      


Unseal ciphertext using the user's key(s). Auto-detects format.
Options
	:pq_secret_key — the hybrid ML-KEM secret key. Required for decrypting
hybrid (v2/v3) ciphertexts. Safe to always pass — legacy ciphertexts are
detected and decrypted with the classical key regardless.

Examples
# Classical
{:ok, plaintext} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk)

# With PQ key available (auto-detects format and level)
{:ok, plaintext} = MetamorphicCrypto.Seal.unseal_from_user(ct, pk, sk, pq_secret_key: pq_sk)

  


        

      


  

    
MetamorphicCrypto.KDF 
    



      
Key derivation functions.
Two complementary KDFs, both thin wrappers over the audited metamorphic-crypto
Rust core so their outputs are byte-for-byte identical to the native and WASM
builds:
	derive_session_key/2 — Argon2id, for stretching a low-entropy
password into a key (deliberately slow + memory-hard).
	hkdf_sha512/4 — HKDF-SHA512 (RFC 5869), for combining and diversifying
already-high-entropy secret key material with domain separation (fast).

Argon2id (derive_session_key/2)
Derives a 32-byte session key from a password and 16-byte salt using Argon2id
with libsodium's OPSLIMIT_INTERACTIVE / MEMLIMIT_INTERACTIVE parameters:
	Time cost: 2 iterations
	Memory cost: 64 MiB
	Output: 32 bytes

This is typically used to derive a session key from a user's password, which
then decrypts their private key stored on the server.
salt = MetamorphicCrypto.Keys.generate_salt()
{:ok, session_key} = MetamorphicCrypto.KDF.derive_session_key("my password", salt)
Note: This function is intentionally expensive (64 MiB memory, ~200ms).
It runs on a dirty CPU scheduler to avoid blocking the BEAM.

HKDF-SHA512 (hkdf_sha512/4)
Extract-then-Expand over SHA-512. Use this — not the bare hashes in
MetamorphicCrypto.Hash — whenever you need to derive a key from secret
input keying material, especially when combining more than one secret. See
hkdf_sha512/4 for details.

      


      
        Summary


  
    Functions
  


    
      
        derive_session_key(password, salt_b64)

      


        Derive a 32-byte session key from a password and base64-encoded 16-byte salt.



    


    
      
        derive_session_key!(password, salt_b64)

      


        Derive a session key, raising on failure.



    


    
      
        hkdf_sha512(salt_b64, ikm_b64, info, length)

      


        Derive length bytes of output keying material via HKDF-SHA512 (RFC 5869).



    


    
      
        hkdf_sha512!(salt_b64, ikm_b64, info, length)

      


        Same as hkdf_sha512/4 but returns the OKM directly, raising on failure.



    


    
      
        hkdf_sha512_hash_len()

      


        SHA-512 output length in bytes (64). The maximum HKDF-SHA512 output is
255 * 64 = 16320 bytes.



    


    
      
        parse_salt_from_key_hash(key_hash)

      


        Parse the salt portion from a key_hash string.



    





      


      
        Functions


        


  
    
      
    
    
      derive_session_key(password, salt_b64)



        
          
        

    

  


  

      

          @spec derive_session_key(password :: String.t(), salt_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Derive a 32-byte session key from a password and base64-encoded 16-byte salt.
Returns {:ok, key_b64} or {:error, reason}.
Example
salt = MetamorphicCrypto.Keys.generate_salt()
{:ok, key} = MetamorphicCrypto.KDF.derive_session_key("correct horse battery staple", salt)

  



  
    
      
    
    
      derive_session_key!(password, salt_b64)



        
          
        

    

  


  

      

          @spec derive_session_key!(password :: String.t(), salt_b64 :: String.t()) ::
  String.t()


      


Derive a session key, raising on failure.
Example
key = MetamorphicCrypto.KDF.derive_session_key!("password", salt)

  



  
    
      
    
    
      hkdf_sha512(salt_b64, ikm_b64, info, length)



        
          
        

    

  


  

      

          @spec hkdf_sha512(
  salt_b64 :: String.t(),
  ikm_b64 :: String.t(),
  info :: binary(),
  length :: non_neg_integer()
) :: {:ok, String.t()} | {:error, String.t()}


      


Derive length bytes of output keying material via HKDF-SHA512 (RFC 5869).
Performs Extract-then-Expand in one call. Unlike the bare hashes in
MetamorphicCrypto.Hash, HKDF is the correct construction for deriving a
key from secret input keying material — in particular when combining more
than one secret (e.g. a password-derived key concatenated with a WebAuthn-PRF
output) with auditable domain separation.
Arguments
	salt_b64 — base64-encoded, non-secret salt bound into Extract. An empty
string means "not provided" (RFC 5869 §2.2), i.e. HashLen zero bytes. Pass
a per-derivation salt to bind the output to it (recommended).
	ikm_b64 — base64-encoded input keying material. May be secret.
	info — a binary domain-separation label bound into Expand. Normally a
versioned UTF-8 string like "mosslet/user_key-wrap/v1"; arbitrary bytes are
also accepted (matching the RFC 5869 test vectors).
	length — desired output length in bytes; must be <= 16320.

Returns {:ok, okm_b64} or {:error, reason} (invalid base64, or a length
above the RFC maximum).
Base64 in, base64 out — the output is byte-for-byte identical to the crate's
native Rust, the WASM build (hkdfSha512), and @noble/hashes / WebCrypto
HKDF-SHA-512, so a wrapping key derived in the browser re-derives identically
here without the server ever seeing the inputs.
Example
# RFC 5869 Test Case 1 inputs, recomputed with SHA-512 (L = 42).
iex> ikm = String.duplicate(<<0x0B>>, 22)
iex> salt = Enum.into(0..0x0C, <<>>, &<<&1>>)
iex> info = <<0xF0, 0xF1, 0xF2, 0xF3, 0xF4, 0xF5, 0xF6, 0xF7, 0xF8, 0xF9>>
iex> {:ok, okm_b64} =
...>   MetamorphicCrypto.KDF.hkdf_sha512(Base.encode64(salt), Base.encode64(ikm), info, 42)
iex> Base.decode64!(okm_b64) |> Base.encode16(case: :lower)
"832390086cda71fb47625bb5ceb168e4c8e26a1a16ed34d9fc7fe92c1481579338da362cb8d9f925d7cb"

  



  
    
      
    
    
      hkdf_sha512!(salt_b64, ikm_b64, info, length)



        
          
        

    

  


  

      

          @spec hkdf_sha512!(
  salt_b64 :: String.t(),
  ikm_b64 :: String.t(),
  info :: binary(),
  length :: non_neg_integer()
) :: String.t()


      


Same as hkdf_sha512/4 but returns the OKM directly, raising on failure.

  



  
    
      
    
    
      hkdf_sha512_hash_len()



        
          
        

    

  


  

      

          @spec hkdf_sha512_hash_len() :: pos_integer()


      


SHA-512 output length in bytes (64). The maximum HKDF-SHA512 output is
255 * 64 = 16320 bytes.
Example
iex> MetamorphicCrypto.KDF.hkdf_sha512_hash_len()
64

  



  
    
      
    
    
      parse_salt_from_key_hash(key_hash)



        
          
        

    

  


  

      

          @spec parse_salt_from_key_hash(key_hash :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Parse the salt portion from a key_hash string.
Key hashes are stored as {salt_b64}$argon2id. This extracts the salt.
Example
{:ok, salt} = MetamorphicCrypto.KDF.parse_salt_from_key_hash("c2FsdA==$argon2id")
#=> {:ok, "c2FsdA=="}

  


        

      


  

    
MetamorphicCrypto.Keys 
    



      
Key generation and private key management.
Key types
	Type	Size	Use
	Symmetric key	32 bytes	SecretBox encryption
	X25519 keypair	32 + 32 bytes	BoxSeal / Seal public-key encryption
	Salt	16 bytes	Argon2id KDF input

Usage
# Symmetric key for SecretBox
key = MetamorphicCrypto.Keys.generate_key()

# X25519 keypair for BoxSeal
{public_key, private_key} = MetamorphicCrypto.Keys.generate_keypair()

# Salt for KDF
salt = MetamorphicCrypto.Keys.generate_salt()

      


      
        Summary


  
    Functions
  


    
      
        decrypt_private_key(ciphertext_b64, session_key_b64)

      


        Decrypt an encrypted private key with a session key.



    


    
      
        encrypt_private_key(private_key_b64, session_key_b64)

      


        Encrypt a private key (base64) with a session key for storage.



    


    
      
        generate_key()

      


        Generate a random 32-byte symmetric key (base64-encoded).



    


    
      
        generate_keypair()

      


        Generate a random X25519 keypair.



    


    
      
        generate_salt()

      


        Generate a random 16-byte Argon2id salt (base64-encoded).



    





      


      
        Functions


        


  
    
      
    
    
      decrypt_private_key(ciphertext_b64, session_key_b64)



        
          
        

    

  


  

      

          @spec decrypt_private_key(ciphertext_b64 :: String.t(), session_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Decrypt an encrypted private key with a session key.
Returns {:ok, private_key_b64} or {:error, reason}.
Example
{:ok, private_key} = MetamorphicCrypto.Keys.decrypt_private_key(encrypted_sk, session_key)

  



  
    
      
    
    
      encrypt_private_key(private_key_b64, session_key_b64)



        
          
        

    

  


  

      

          @spec encrypt_private_key(
  private_key_b64 :: String.t(),
  session_key_b64 :: String.t()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encrypt a private key (base64) with a session key for storage.
The private key is treated as a UTF-8 string (its base64 representation)
and encrypted with XSalsa20-Poly1305.
Example
{_pk, sk} = MetamorphicCrypto.Keys.generate_keypair()
session_key = MetamorphicCrypto.Keys.generate_key()
{:ok, encrypted_sk} = MetamorphicCrypto.Keys.encrypt_private_key(sk, session_key)

  



  
    
      
    
    
      generate_key()



        
          
        

    

  


  

      

          @spec generate_key() :: String.t()


      


Generate a random 32-byte symmetric key (base64-encoded).
Example
key = MetamorphicCrypto.Keys.generate_key()

  



  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: {String.t(), String.t()}


      


Generate a random X25519 keypair.
Returns {public_key_b64, private_key_b64}.
Example
{public_key, private_key} = MetamorphicCrypto.Keys.generate_keypair()

  



  
    
      
    
    
      generate_salt()



        
          
        

    

  


  

      

          @spec generate_salt() :: String.t()


      


Generate a random 16-byte Argon2id salt (base64-encoded).
Example
salt = MetamorphicCrypto.Keys.generate_salt()

  


        

      


  

    
MetamorphicCrypto.Hash 
    



      
SHA-3 and SHA-2 cryptographic hashing for public data.
Thin, idiomatic wrappers over the audited metamorphic-crypto Rust core — the
same primitives used by the native NIF and the browser WASM build, so a digest
computed here is byte-for-byte identical to one computed in the browser.
Which function?
	Function	Algorithm	Output	Use for
	sha3_512_with_context/2	SHA3-512	64 B	Recommended for fingerprints, safety numbers, transparency-log entries
	sha3_512/1	SHA3-512	64 B	General-purpose primitive (Cat-5)
	sha3_256/1	SHA3-256	32 B	Same family as the hybrid KEM combiner
	sha256/1	SHA-256	32 B	SHA-2 interop with external systems
	sha512/1	SHA-512	64 B	SHA-2 interop with external systems

New code should standardize on SHA3-512, and on the domain-separated
sha3_512_with_context/2 for anything identity-like (key fingerprints, safety
numbers, key-transparency-log entries). Use a versioned context label such as
"mosslet/key-fingerprint/v1" so digests for different purposes can never
collide and the scheme can be revised without ambiguity.
Encoding (base64 in, base64 out)
Every function takes base64-encoded data and returns the digest
base64-encoded. This matches the rest of this package and the WASM wire
format, which is what makes cross-target digests identical. If you have a raw
Elixir binary, encode it first with Base.encode64/1; the *_string/*
helpers do this for you.
Want hex instead of base64? Decode then re-encode:
{:ok, b64} = MetamorphicCrypto.Hash.sha3_512(Base.encode64("abc"))
hex = b64 |> Base.decode64!() |> Base.encode16(case: :lower)
Return shape
Hashing itself is infallible, but base64 decoding of the input can fail, so
these functions return {:ok, digest_b64} | {:error, reason} for consistency
with the rest of the package. Each has a ! variant that returns the digest
directly and raises on invalid input.
Security: public data only
These digests are for public data
Hash both input and output that are meant to be public — key
fingerprints, safety numbers, transparency-log entries. The hashing path
intentionally performs no zeroize / constant-time ceremony. This is
deliberate: a bare hash makes no guarantees about its inputs, the underlying
RustCrypto primitives don't zeroize their state, and wiping a transient copy
of already-public data adds cost without protection (consistent with the
crate's "zeroize secrets only" policy).
Do not hash secret material (passwords, private keys) with these. For
secrets, use MetamorphicCrypto.KDF.derive_session_key/2 (Argon2id) or a
dedicated KDF/MAC.

      


      
        Summary


  
    Functions
  


    
      
        sha3_256(data_b64)

      


        SHA3-256 of base64-encoded data, returning a base64-encoded 32-byte digest.



    


    
      
        sha3_256!(data_b64)

      


        Same as sha3_256/1 but returns the digest directly, raising on invalid input.



    


    
      
        sha3_512(data_b64)

      


        SHA3-512 of base64-encoded data, returning a base64-encoded 64-byte digest.



    


    
      
        sha3_512!(data_b64)

      


        Same as sha3_512/1 but returns the digest directly, raising on invalid input.



    


    
      
        sha3_512_with_context(context, data_b64)

      


        Domain-separated SHA3-512 — the recommended function for key fingerprints,
safety numbers, and key-transparency-log entries.



    


    
      
        sha3_512_with_context!(context, data_b64)

      


        Same as sha3_512_with_context/2 but returns the digest directly, raising on
invalid input.



    


    
      
        sha256(data_b64)

      


        SHA-256 (SHA-2) of base64-encoded data, returning a base64-encoded 32-byte
digest. Provided for interop; prefer sha3_512/1 for new code.



    


    
      
        sha256!(data_b64)

      


        Same as sha256/1 but returns the digest directly, raising on invalid input.



    


    
      
        sha512(data_b64)

      


        SHA-512 (SHA-2) of base64-encoded data, returning a base64-encoded 64-byte
digest. Provided for interop; prefer sha3_512/1 for new code.



    


    
      
        sha512!(data_b64)

      


        Same as sha512/1 but returns the digest directly, raising on invalid input.



    





      


      
        Functions


        


  
    
      
    
    
      sha3_256(data_b64)



        
          
        

    

  


  

      

          @spec sha3_256(data_b64 :: String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


SHA3-256 of base64-encoded data, returning a base64-encoded 32-byte digest.
Example
iex> MetamorphicCrypto.Hash.sha3_256(Base.encode64("abc"))
{:ok, "Ophdp0/iJbIEXBcta9OQvYVfCG4+nVJbRr/iRRFDFTI="}

  



  
    
      
    
    
      sha3_256!(data_b64)



        
          
        

    

  


  

      

          @spec sha3_256!(data_b64 :: String.t()) :: String.t()


      


Same as sha3_256/1 but returns the digest directly, raising on invalid input.

  



  
    
      
    
    
      sha3_512(data_b64)



        
          
        

    

  


  

      

          @spec sha3_512(data_b64 :: String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


SHA3-512 of base64-encoded data, returning a base64-encoded 64-byte digest.
This is the recommended general-purpose digest. For fingerprints, safety
numbers, and log entries prefer sha3_512_with_context/2.
Example
iex> MetamorphicCrypto.Hash.sha3_512(Base.encode64("abc"))
{:ok, "t1GFCxpXFopWk82SS2sJbgj2IYJ0RPcNiE9dAkDScS4Q4RbpGSrzyRp+xXZH45NAVzQLTPQI1aVlkvgnTuxT8A=="}

  



  
    
      
    
    
      sha3_512!(data_b64)



        
          
        

    

  


  

      

          @spec sha3_512!(data_b64 :: String.t()) :: String.t()


      


Same as sha3_512/1 but returns the digest directly, raising on invalid input.

  



  
    
      
    
    
      sha3_512_with_context(context, data_b64)



        
          
        

    

  


  

      

          @spec sha3_512_with_context(context :: String.t(), data_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Domain-separated SHA3-512 — the recommended function for key fingerprints,
safety numbers, and key-transparency-log entries.
context is a UTF-8 label (use a versioned string like
"mosslet/key-fingerprint/v1"); data_b64 is the base64-encoded payload.
Returns a base64-encoded 64-byte digest.
The wire format is SHA3-512(u64_be(byte_size(context)) || context || data),
so different contexts over the same data yield unrelated digests, and the
length prefix prevents (context, data) boundary ambiguities. It is exactly
as collision- and preimage-resistant as sha3_512/1 — it is SHA3-512 over a
framed input.
Example
iex> MetamorphicCrypto.Hash.sha3_512_with_context("mosslet/key-fingerprint/v1", Base.encode64("public key bytes"))
{:ok, "y/pbnlfUE85DjRUSFYNCJR1B19NFtpK8eJvoO6Ig2tsKOaknFLYbmUg5KWjtaiQn98nBDCI7X2Su8xFT0xQJng=="}

  



  
    
      
    
    
      sha3_512_with_context!(context, data_b64)



        
          
        

    

  


  

      

          @spec sha3_512_with_context!(context :: String.t(), data_b64 :: String.t()) ::
  String.t()


      


Same as sha3_512_with_context/2 but returns the digest directly, raising on
invalid input.

  



  
    
      
    
    
      sha256(data_b64)



        
          
        

    

  


  

      

          @spec sha256(data_b64 :: String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


SHA-256 (SHA-2) of base64-encoded data, returning a base64-encoded 32-byte
digest. Provided for interop; prefer sha3_512/1 for new code.
Example
iex> MetamorphicCrypto.Hash.sha256(Base.encode64("abc"))
{:ok, "ungWv48Bz+pBQUDeXa4iI7ADYaOWF3qctBD/YfIAFa0="}

  



  
    
      
    
    
      sha256!(data_b64)



        
          
        

    

  


  

      

          @spec sha256!(data_b64 :: String.t()) :: String.t()


      


Same as sha256/1 but returns the digest directly, raising on invalid input.

  



  
    
      
    
    
      sha512(data_b64)



        
          
        

    

  


  

      

          @spec sha512(data_b64 :: String.t()) :: {:ok, String.t()} | {:error, String.t()}


      


SHA-512 (SHA-2) of base64-encoded data, returning a base64-encoded 64-byte
digest. Provided for interop; prefer sha3_512/1 for new code.
Example
iex> MetamorphicCrypto.Hash.sha512(Base.encode64("abc"))
{:ok, "3a81oZNherrMQXNJriBBMRLm+k6JqX6iCp7u5ktV05ohkpkqJ0/BqDa6PCOj/uu9RU1EI2Q86A4qmslPpUyknw=="}

  



  
    
      
    
    
      sha512!(data_b64)



        
          
        

    

  


  

      

          @spec sha512!(data_b64 :: String.t()) :: String.t()


      


Same as sha512/1 but returns the digest directly, raising on invalid input.

  


        

      


  

    
MetamorphicCrypto.Mac 
    



      
Message authentication codes — HMAC-SHA256 (RFC 2104 / FIPS 198-1).
A thin, idiomatic wrapper over the audited metamorphic-crypto Rust core — the
same one-shot HMAC primitive used by the browser WASM build, so a tag computed
here is byte-for-byte identical to one computed in the browser or native
Rust.
Why this exists
The IETF KEYTRANS protocol (draft-ietf-keytrans-protocol) specifies that
commitments in its standard cipher suites are computed as
HMAC(Kc, CommitmentValue) using the suite hash (SHA-256 for both currently
defined suites). MetamorphicLog owns the KEYTRANS-specific framing; this
module supplies only the generic HMAC-SHA256 primitive, keeping
metamorphic_crypto the single source of truth for cryptographic primitives.
Encoding (base64 in, base64 out)
key and msg are base64-encoded and the 32-byte tag is returned
base64-encoded, matching the rest of this package and the WASM wire format.
This is standard HMAC-SHA256: any conformant implementation computes an
identical tag for the same (key, msg). If you have raw binaries, encode them
first with Base.encode64/1.
The key may be any length: HMAC internally hashes an over-long key and
zero-pads a short one, so no length validation is required or performed.
Security note
HMAC security depends on how you use it
HMAC's authenticator security rests on the key being secret. In the
KEYTRANS commitment construction the "key" is a fixed, public per-suite
constant and hiding comes from the random opening inside the message — there
HMAC is a committing PRF, not an authenticator. This primitive is generic;
callers are responsible for using it in a construction whose security
properties they understand.

      


      
        Summary


  
    Functions
  


    
      
        hmac_sha256(key_b64, msg_b64)

      


        Compute HMAC-SHA256(key, msg), returning a base64-encoded 32-byte tag.



    


    
      
        hmac_sha256!(key_b64, msg_b64)

      


        Same as hmac_sha256/2 but returns the tag directly, raising on invalid input.



    


    
      
        hmac_sha256_len()

      


        HMAC-SHA256 output length in bytes (32, a SHA-256 digest).



    





      


      
        Functions


        


  
    
      
    
    
      hmac_sha256(key_b64, msg_b64)



        
          
        

    

  


  

      

          @spec hmac_sha256(key_b64 :: String.t(), msg_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Compute HMAC-SHA256(key, msg), returning a base64-encoded 32-byte tag.
key and msg are base64-encoded. Returns {:ok, tag_b64} or
{:error, reason} (invalid base64 input). Hashing itself is infallible.
Example
# RFC 4231 Test Case 2: key "Jefe", message "what do ya want for nothing?"
{:ok, tag} =
  MetamorphicCrypto.Mac.hmac_sha256(Base.encode64("Jefe"), Base.encode64("what do ya want for nothing?"))
# Base.decode64!(tag) == <<0x5b, 0xdc, 0xc1, 0x46, ...>>

  



  
    
      
    
    
      hmac_sha256!(key_b64, msg_b64)



        
          
        

    

  


  

      

          @spec hmac_sha256!(key_b64 :: String.t(), msg_b64 :: String.t()) :: String.t()


      


Same as hmac_sha256/2 but returns the tag directly, raising on invalid input.

  



  
    
      
    
    
      hmac_sha256_len()



        
          
        

    

  


  

      

          @spec hmac_sha256_len() :: pos_integer()


      


HMAC-SHA256 output length in bytes (32, a SHA-256 digest).
Example
iex> MetamorphicCrypto.Mac.hmac_sha256_len()
32

  


        

      


  

    
MetamorphicCrypto.Sign 
    



      
Hybrid post-quantum signatures: ML-DSA (FIPS 204) + Ed25519 composite.
Thin, idiomatic wrappers over the audited metamorphic-crypto Rust core — the
same primitives used by the browser WASM build, so a key derived or a
signature verified here behaves byte-identically across native Rust, WASM,
and this NIF.
Every message is signed by both a post-quantum algorithm (ML-DSA) and a
classical one (Ed25519), and verification requires both component
signatures to be valid (strict AND). An attacker must therefore break both a
lattice scheme and an elliptic-curve scheme to forge a signature, and cannot
strip one algorithm to downgrade the other — the length-framed, version-tagged
wire format rejects signature-stripping and cross-protocol mix-and-match.
This is the signing counterpart to MetamorphicCrypto.Hybrid (ML-KEM + X25519
for confidentiality); here we combine ML-DSA + Ed25519 for authenticity /
integrity. It is the foundational primitive for transparency logs and
key-transparency work, where entries must be signed once and verified
identically everywhere.
Security levels
ML-DSA is standardized by NIST at three parameter sets only — categories 2, 3,
and 5 — and each is paired here with Ed25519:
	Level	ML-DSA	NIST Category	Equivalent	Wire Tag	Default
	:cat2	ML-DSA-44	2	~AES-128	0x01	No
	:cat3	ML-DSA-65	3	~AES-192	0x02	Yes
	:cat5	ML-DSA-87	5	~AES-256	0x03	No

:cat3 is the default, mirroring this package's KEM default posture.
About the wire tags (namespacing note)
The leading tag byte is a per-artifact-type wire-format version, not a
global NIST-category code. A signature tag only ever appears as the first byte
of a signature / key blob produced by this module and is parsed only by
verify/4 / derive_public_key/1; it is never handed to the KEM / seal code.
Signatures and ciphertexts are distinct artifacts processed by distinct
functions, so a signature tag can never be confused with a sealed-box or
hybrid-KEM byte. The tags agree with the KEM tags on every level the two
families share (:cat3 = 0x02, :cat5 = 0x03); they diverge only at
0x01 because NIST standardizes ML-KEM at categories {1, 3, 5} but ML-DSA at
{2, 3, 5}, so "tag == category" cannot hold for both families.
Signing mode (hedged / randomized ML-DSA)
ML-DSA signatures use the hedged (randomized) variant from FIPS 204 — the
standard's default and most conservative mode — which mixes fresh OS
randomness into each signature. As a result the signature bytes are not
reproducible (two signatures over the same message differ), but both verify.
Ed25519 remains deterministic per RFC 8032.
The wire format is fully deterministic and pinnable: the layout, version
tags, public-key derivation, and the domain-separation framing are all fixed.
Tests must therefore pin derive_public_key/1 outputs, framing, and
roundtrips — never raw signature bytes.
Domain separation (stable wire format)
Both algorithms sign the same domain-separated message, framed exactly like
MetamorphicCrypto.Hash.sha3_512_with_context/2 (a length-prefixed context):
signed_msg = I2OSP(byte_size(context), 8) || context || message
where I2OSP(len, 8) is the UTF-8 byte length of context as a big-endian
unsigned 64-bit integer. The 8-byte length prefix makes the
(context, message) boundary unambiguous. context is a UTF-8 label,
conventionally a versioned namespace — see sign_context_v1/0.
Byte layout
signature  = tag || ed25519_sig (64 B) || ml_dsa_sig (2420 / 3309 / 4627 B)
public_key = tag || ed25519_pk  (32 B) || ml_dsa_pk  (1312 / 1952 / 2592 B)
secret_key = tag || ed25519_seed(32 B) || ml_dsa_seed(32 B)              = 65 B
Encoding
Keys and signatures are base64 strings (consistent with the rest of this
package and the WASM wire format). The message argument is a raw binary
(the bytes you are signing), and context is a plain UTF-8 string.
Recovery hook
derive_public_key/1 re-derives the base64 public key deterministically from a
base64 secret key. A secret recovered from backup (e.g. via
MetamorphicCrypto.Recovery) therefore regenerates a byte-identical
verifying key — so a pinned key (TOFU) stays the same across a recovery, and
recovery will not false-trigger a key-change alert.
Security: secret key handling
Treat the secret_key as sensitive
The native core zeroizes secret seed material on drop. On the Elixir side the
base64 secret_key is a regular binary and is not zeroized — keep it
only as long as needed, store it encrypted at rest (see
MetamorphicCrypto.Keys.encrypt_private_key/2), and avoid logging it.

      


      
        Summary


  
    Types
  


    
      
        keypair()

      


        A hybrid ML-DSA + Ed25519 signing keypair, both fields base64-encoded.



    


    
      
        level()

      


        Security level for a hybrid signing keypair.



    


    
      
        suite()

      


        CNSA 2.0 suite axis for signatures (orthogonal to level/0).



    





  
    Functions
  


    
      
        derive_public_key(secret_key_b64)

      


        Re-derive the base64 public_key from a base64 hybrid secret_key.



    


    
      
        derive_public_key!(secret_key_b64)

      


        Same as derive_public_key/1 but returns the public key directly, raising on
invalid input.



    


    
      
        generate_signing_keypair(level \\ :cat3)

      


        Generate a hybrid signing keypair at the given security level (default
:cat3).



    


    
      
        generate_signing_keypair_suite(suite, level \\ :cat5)

      


        Generate a hybrid signing keypair for the given suite/0 + level/0
(default :cat5).



    


    
      
        sign(message, context, secret_key_b64)

      


        Sign message under context with a base64 hybrid secret_key.



    


    
      
        sign!(message, context, secret_key_b64)

      


        Same as sign/3 but returns the signature directly, raising on invalid input.



    


    
      
        sign_context_v1()

      


        The recommended versioned context label for general-purpose signing:
"metamorphic/sign/v1".



    


    
      
        signature_posture(public_key_b64)

      


        Report the {suite, level} posture declared by a base64 signing public
key, without exposing the raw wire tag.



    


    
      
        signature_posture_from_signature(signature_b64)

      


        Report the {suite, level} posture declared by a base64 composite
signature, without exposing the raw wire tag.



    


    
      
        verify(message, context, signature_b64, public_key_b64)

      


        Verify a composite signature over message / context against public_key.



    





      


      
        Types


        


  
    
      
    
    
      keypair()



        
          
        

    

  


  

      

          @type keypair() :: %{public_key: String.t(), secret_key: String.t()}


      


A hybrid ML-DSA + Ed25519 signing keypair, both fields base64-encoded.

  



  
    
      
    
    
      level()



        
          
        

    

  


  

      

          @type level() :: :cat2 | :cat3 | :cat5


      


Security level for a hybrid signing keypair.
	:cat2 — ML-DSA-44 + Ed25519 (~AES-128)
	:cat3 — ML-DSA-65 + Ed25519 (~AES-192), the default
	:cat5 — ML-DSA-87 + Ed25519 (~AES-256)


  



  
    
      
    
    
      suite()



        
          
        

    

  


  

      

          @type suite() :: :hybrid | :hybrid_matched | :pure_cnsa2


      


CNSA 2.0 suite axis for signatures (orthogonal to level/0).
	:hybrid — default & recommended. Existing ML-DSA + Ed25519 strict-AND
composite, byte-for-byte unchanged (tags 0x01/0x02/0x03).
	:hybrid_matched — opt-in. The classical partner is matched to the PQ
category: Cat-2 → Ed25519 (identical to :hybrid), Cat-3 → Ed448 (tag
0x13), Cat-5 → ECDSA-P-521 hedged (tag 0x14).
	:pure_cnsa2 — opt-in, Cat-5 only. Pure ML-DSA-87, no classical half —
the NSA CNSA 2.0 signature box (tag 0x10). Standards-compliant but without
the classical backstop the default :hybrid keeps until the lattice
implementation is independently audited.

sign/3, verify/4, and derive_public_key/1 auto-detect the suite from the
wire tag, so only keypair generation takes a suite argument.

  


        

      

      
        Functions


        


  
    
      
    
    
      derive_public_key(secret_key_b64)



        
          
        

    

  


  

      

          @spec derive_public_key(secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Re-derive the base64 public_key from a base64 hybrid secret_key.
Both component public keys are a deterministic function of the secret seeds, so
this reproduces exactly the public_key returned by
generate_signing_keypair/1. Useful for recovering a public key from a
backed-up secret, or for checking that a secret/public pair belong together.
The security level is read from the secret key's wire tag.
Returns {:ok, public_key_b64} or {:error, reason} (invalid base64, wrong
length, or unknown version tag).
Example
kp = MetamorphicCrypto.Sign.generate_signing_keypair()
{:ok, pk} = MetamorphicCrypto.Sign.derive_public_key(kp.secret_key)
# pk == kp.public_key

  



  
    
      
    
    
      derive_public_key!(secret_key_b64)



        
          
        

    

  


  

      

          @spec derive_public_key!(secret_key_b64 :: String.t()) :: String.t()


      


Same as derive_public_key/1 but returns the public key directly, raising on
invalid input.

  



    

  
    
      
    
    
      generate_signing_keypair(level \\ :cat3)



        
          
        

    

  


  

      

          @spec generate_signing_keypair(level()) :: keypair()


      


Generate a hybrid signing keypair at the given security level (default
:cat3).
Returns a map %{public_key: base64, secret_key: base64} using the documented
byte layout. The two component algorithms are seeded from independent OS
randomness.
Examples
kp = MetamorphicCrypto.Sign.generate_signing_keypair()
kp = MetamorphicCrypto.Sign.generate_signing_keypair(:cat5)

  



    

  
    
      
    
    
      generate_signing_keypair_suite(suite, level \\ :cat5)



        
          
        

    

  


  

      

          @spec generate_signing_keypair_suite(suite(), level()) ::
  {:ok, keypair()} | {:error, String.t()}


      


Generate a hybrid signing keypair for the given suite/0 + level/0
(default :cat5).
:hybrid (any level) and :hybrid_matched at :cat2 produce the existing
ML-DSA + Ed25519 keys (byte-identical to generate_signing_keypair/1). The
matched Cat-3/Cat-5 and pure suites produce the new combined-key layouts.
sign/3 / verify/4 / derive_public_key/1 need no suite argument — they
read it from the wire tag.
Returns {:ok, %{public_key: base64, secret_key: base64}}, or
{:error, reason} for unsupported combinations (e.g. :pure_cnsa2 below
:cat5).
Examples
# Pure CNSA 2.0 (ML-DSA-87, Cat-5 only)
{:ok, kp} = MetamorphicCrypto.Sign.generate_signing_keypair_suite(:pure_cnsa2, :cat5)

# Matched-strength hybrid (ML-DSA-65 + Ed448)
{:ok, kp} = MetamorphicCrypto.Sign.generate_signing_keypair_suite(:hybrid_matched, :cat3)

  



  
    
      
    
    
      sign(message, context, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign(message :: binary(), context :: String.t(), secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Sign message under context with a base64 hybrid secret_key.
message is a raw binary, context is a UTF-8 label (use sign_context_v1/0
or another versioned string), and secret_key is base64. Produces a composite
signature — a hedged (randomized) ML-DSA signature and a deterministic Ed25519
signature, both over the domain-separated frame(context, message). The
security level is read from the secret key's wire tag.
Returns {:ok, signature_b64} or {:error, reason}. Because ML-DSA signing is
randomized, signing the same message twice yields different (both-valid)
signatures — never pin the signature bytes.
Example
kp = MetamorphicCrypto.Sign.generate_signing_keypair()
{:ok, sig} =
  MetamorphicCrypto.Sign.sign("log entry", MetamorphicCrypto.Sign.sign_context_v1(), kp.secret_key)

  



  
    
      
    
    
      sign!(message, context, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign!(message :: binary(), context :: String.t(), secret_key_b64 :: String.t()) ::
  String.t()


      


Same as sign/3 but returns the signature directly, raising on invalid input.

  



  
    
      
    
    
      sign_context_v1()



        
          
        

    

  


  

      

          @spec sign_context_v1() :: String.t()


      


The recommended versioned context label for general-purpose signing:
"metamorphic/sign/v1".
Pass this (or another versioned "namespace/purpose/vN" label) as the
context argument to sign/3 / verify/4 to bind signatures to a purpose.
Example
iex> MetamorphicCrypto.Sign.sign_context_v1()
"metamorphic/sign/v1"

  



  
    
      
    
    
      signature_posture(public_key_b64)



        
          
        

    

  


  

      

          @spec signature_posture(public_key_b64 :: String.t()) ::
  {:ok, {suite(), level()}} | {:error, String.t()}


      


Report the {suite, level} posture declared by a base64 signing public
key, without exposing the raw wire tag.
Composite artifacts produced by this package are self-describing: their
leading version tag encodes which suite/0 and level/0 produced them.
This is the typed, opaque decode of that contract — it lets a verifier learn
the posture of a key it was handed and check it against an independently
declared expectation (a "declared == observed" check), without re-deriving the
private wire tags itself.
The full decoded blob length is validated against the expected length for the
decoded posture (mirroring verify/4's length checks), so a truncated,
over-long, or otherwise malformed key is rejected with {:error, reason}
rather than silently misreporting a posture. An unknown/missing tag or invalid
base64 is likewise {:error, reason}.
Returns {:ok, {suite, level}} or {:error, reason}.
Declared posture, not a verification result
This reports the declared format posture read from the artifact's tag and
validated for length. It is not itself a cryptographic guarantee that a
signature verifies — pair it with verify/4 for authenticity.
Cat-2 aliasing
:hybrid and :hybrid_matched are byte-identical at :cat2 (both tag
0x01), so a Cat-2 key canonically decodes to {:hybrid, :cat2}.
Example
{:ok, kp} = MetamorphicCrypto.Sign.generate_signing_keypair_suite(:pure_cnsa2, :cat5)
{:ok, {:pure_cnsa2, :cat5}} = MetamorphicCrypto.Sign.signature_posture(kp.public_key)

  



  
    
      
    
    
      signature_posture_from_signature(signature_b64)



        
          
        

    

  


  

      

          @spec signature_posture_from_signature(signature_b64 :: String.t()) ::
  {:ok, {suite(), level()}} | {:error, String.t()}


      


Report the {suite, level} posture declared by a base64 composite
signature, without exposing the raw wire tag.
The signature counterpart to signature_posture/1; see that function for the
self-describing-artifact contract, the Cat-2 aliasing note
({:hybrid, :cat2}), and the honest framing (declared posture, not a
verification result). The full decoded length is validated against the expected
signature length for the decoded posture, so a truncated/garbage/wrong-length
signature is {:error, reason} rather than misreported.
Returns {:ok, {suite, level}} or {:error, reason}.
Example
kp = MetamorphicCrypto.Sign.generate_signing_keypair(:cat3)
{:ok, sig} = MetamorphicCrypto.Sign.sign("checkpoint", MetamorphicCrypto.Sign.sign_context_v1(), kp.secret_key)
{:ok, {:hybrid, :cat3}} = MetamorphicCrypto.Sign.signature_posture_from_signature(sig)

  



  
    
      
    
    
      verify(message, context, signature_b64, public_key_b64)



        
          
        

    

  


  

      

          @spec verify(
  message :: binary(),
  context :: String.t(),
  signature_b64 :: String.t(),
  public_key_b64 :: String.t()
) :: boolean()


      


Verify a composite signature over message / context against public_key.
message is a raw binary, context is the UTF-8 label used at signing time,
and signature / public_key are base64. Returns true only if both the
Ed25519 and ML-DSA component signatures verify (strict AND).
Returns false for any verification failure — a tampered message/context, a
wrong key, a tampered half-signature, a cross-level or stripped artifact, or
a malformed input (invalid base64 / unknown version tag). The function never
raises and never returns an error tuple: a non-true result always means "not
a valid signature", which is the safe default for a verifier.
Example
kp = MetamorphicCrypto.Sign.generate_signing_keypair()
{:ok, sig} = MetamorphicCrypto.Sign.sign("msg", "metamorphic/sign/v1", kp.secret_key)
true = MetamorphicCrypto.Sign.verify("msg", "metamorphic/sign/v1", sig, kp.public_key)

  


        

      


  

    
MetamorphicCrypto.Vrf 
    



      
Verifiable Random Function — ECVRF-EDWARDS25519-SHA512-TAI (RFC 9381, suite
0x03).
Thin, idiomatic wrappers over the audited metamorphic-crypto Rust core — the
same primitive used by the browser WASM build, so a proof produced or verified
here behaves byte-identically across native Rust, WASM, and this NIF.
A VRF is a keyed function whose owner can compute, for any input alpha, a
pseudorandom output beta and a proof pi that beta was computed
correctly under their public key. Anyone with the public key can verify pi,
but cannot compute beta for a new input themselves, and cannot learn alpha
from (pi, beta) alone. It backs MetamorphicLog's CONIKS-style
key-transparency layer, mapping a (private) identity index to a pseudorandom
tree position — giving index privacy together with a verifiable,
non-equivocable mapping.
This is the Edwards25519 suite; see MetamorphicCrypto.VrfP256 for the NIST
P-256 sibling (KT_128_SHA256_P256).
Post-quantum posture (honest framing)
This VRF is classical, and protects only index privacy
ECVRF is classical (elliptic-curve discrete log) — the one place in the
transparency stack whose security is not post-quantum. It protects exactly
one property: index privacy. Integrity, authenticity, and the hash-based
commitments are post-quantum and do not rely on this VRF. Not FIPS-validated.
Encoding & wire format (base64 in, base64 out)
All arguments and results cross as base64 strings, matching the WASM wire
format. Raw byte lengths (before base64):
secret key  (SK) : 32 bytes   (an Ed25519-style seed)
public key  (Y)  : 32 bytes   (compressed Edwards point)
proof       (pi) : 80 bytes   = Gamma(32) || c(16) || s(32)
output      (beta): 64 bytes  (a SHA-512 digest)
Correctness is pinned byte-for-byte by RFC 9381 Appendix B test vectors, so
independent implementations interoperate exactly.
Verification result shape
verify/3 distinguishes a cryptographic rejection from a structural
(malformed-input) error:
	{:ok, output_b64} — the proof is valid; output_b64 is the VRF output
beta (identical to proof_to_hash/1 on the same proof).
	:invalid — a cryptographic rejection: wrong key, tampered alpha, tampered
proof, or a non-canonical/degenerate key or Gamma. The inputs were
well-formed but the proof does not verify.
	{:error, reason} — a structural failure: a wrong-length key/proof or
invalid base64. Nothing was cryptographically decided.


      


      
        Summary


  
    Types
  


    
      
        keypair()

      


        An ECVRF keypair, both fields base64-encoded (32-byte seed / 32-byte point).



    





  
    Functions
  


    
      
        generate_keypair()

      


        Generate a fresh VRF keypair from the OS CSPRNG.



    


    
      
        output_len()

      


        Output (beta) length in bytes (64).



    


    
      
        proof_len()

      


        Proof (pi) length in bytes (80).



    


    
      
        proof_to_hash(proof_b64)

      


        Recover the VRF output beta (base64) directly from a proof pi, without
verifying it.



    


    
      
        proof_to_hash!(proof_b64)

      


        Same as proof_to_hash/1 but returns the output directly, raising on invalid
input.



    


    
      
        prove(secret_key_b64, alpha_b64)

      


        Produce a VRF proof pi (base64) for base64 alpha under a base64
secret_key.



    


    
      
        prove!(secret_key_b64, alpha_b64)

      


        Same as prove/2 but returns the proof directly, raising on invalid input.



    


    
      
        public_key(secret_key_b64)

      


        Derive the base64 public key for a base64 secret_key.



    


    
      
        public_key_len()

      


        Public-key length in bytes (32).



    


    
      
        secret_key_len()

      


        Secret-key length in bytes (32).



    


    
      
        suite()

      


        RFC 9381 ciphersuite octet for ECVRF-EDWARDS25519-SHA512-TAI (0x03).



    


    
      
        verify(public_key_b64, alpha_b64, proof_b64)

      


        Verify a VRF proof pi for alpha under public_key (all base64).



    





      


      
        Types


        


  
    
      
    
    
      keypair()



        
          
        

    

  


  

      

          @type keypair() :: %{secret_key: String.t(), public_key: String.t()}


      


An ECVRF keypair, both fields base64-encoded (32-byte seed / 32-byte point).

  


        

      

      
        Functions


        


  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: keypair()


      


Generate a fresh VRF keypair from the OS CSPRNG.
Returns %{secret_key: base64, public_key: base64}. The secret key is a
32-byte seed; handle it as secret material.
Example
%{secret_key: sk, public_key: pk} = MetamorphicCrypto.Vrf.generate_keypair()

  



  
    
      
    
    
      output_len()



        
          
        

    

  


  

      

          @spec output_len() :: pos_integer()


      


Output (beta) length in bytes (64).

  



  
    
      
    
    
      proof_len()



        
          
        

    

  


  

      

          @spec proof_len() :: pos_integer()


      


Proof (pi) length in bytes (80).

  



  
    
      
    
    
      proof_to_hash(proof_b64)



        
          
        

    

  


  

      

          @spec proof_to_hash(proof_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Recover the VRF output beta (base64) directly from a proof pi, without
verifying it.
This is only the Gamma -> beta mapping; it does not check that pi is a
valid proof for any (public_key, alpha). Use it only on a proof already
verified with verify/3, or whose provenance you independently trust. Returns
{:ok, output_b64} or {:error, reason}.

  



  
    
      
    
    
      proof_to_hash!(proof_b64)



        
          
        

    

  


  

      

          @spec proof_to_hash!(proof_b64 :: String.t()) :: String.t()


      


Same as proof_to_hash/1 but returns the output directly, raising on invalid
input.

  



  
    
      
    
    
      prove(secret_key_b64, alpha_b64)



        
          
        

    

  


  

      

          @spec prove(secret_key_b64 :: String.t(), alpha_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Produce a VRF proof pi (base64) for base64 alpha under a base64
secret_key.
The proof both authenticates the output and lets any verifier recompute it.
Returns {:ok, proof_b64} or {:error, reason}. TAI ECVRF is deterministic:
the same key and alpha always yield the same proof.
Example
%{secret_key: sk} = MetamorphicCrypto.Vrf.generate_keypair()
{:ok, pi} = MetamorphicCrypto.Vrf.prove(sk, Base.encode64("identity index"))

  



  
    
      
    
    
      prove!(secret_key_b64, alpha_b64)



        
          
        

    

  


  

      

          @spec prove!(secret_key_b64 :: String.t(), alpha_b64 :: String.t()) :: String.t()


      


Same as prove/2 but returns the proof directly, raising on invalid input.

  



  
    
      
    
    
      public_key(secret_key_b64)



        
          
        

    

  


  

      

          @spec public_key(secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Derive the base64 public key for a base64 secret_key.
Returns {:ok, public_key_b64} or {:error, reason} (wrong length / invalid
base64).
Example
%{secret_key: sk, public_key: pk} = MetamorphicCrypto.Vrf.generate_keypair()
{:ok, ^pk} = MetamorphicCrypto.Vrf.public_key(sk)

  



  
    
      
    
    
      public_key_len()



        
          
        

    

  


  

      

          @spec public_key_len() :: pos_integer()


      


Public-key length in bytes (32).

  



  
    
      
    
    
      secret_key_len()



        
          
        

    

  


  

      

          @spec secret_key_len() :: pos_integer()


      


Secret-key length in bytes (32).

  



  
    
      
    
    
      suite()



        
          
        

    

  


  

      

          @spec suite() :: 3


      


RFC 9381 ciphersuite octet for ECVRF-EDWARDS25519-SHA512-TAI (0x03).

  



  
    
      
    
    
      verify(public_key_b64, alpha_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify(
  public_key_b64 :: String.t(),
  alpha_b64 :: String.t(),
  proof_b64 :: String.t()
) :: {:ok, String.t()} | :invalid | {:error, String.t()}


      


Verify a VRF proof pi for alpha under public_key (all base64).
Returns:
	{:ok, output_b64} — the proof is valid; output_b64 is the VRF output.
	:invalid — a cryptographic rejection (wrong key, tampered input/proof,
degenerate key or Gamma). Well-formed inputs, but the proof does not verify.
	{:error, reason} — a structural failure (wrong-length key/proof, invalid
base64).

Example
%{secret_key: sk, public_key: pk} = MetamorphicCrypto.Vrf.generate_keypair()
alpha = Base.encode64("identity index")
{:ok, pi} = MetamorphicCrypto.Vrf.prove(sk, alpha)
{:ok, beta} = MetamorphicCrypto.Vrf.verify(pk, alpha, pi)
:invalid = MetamorphicCrypto.Vrf.verify(pk, Base.encode64("other"), pi)

  


        

      


  

    
MetamorphicCrypto.VrfP256 
    



      
Verifiable Random Function — ECVRF-P256-SHA256-TAI (RFC 9381, suite 0x01).
Thin, idiomatic wrappers over the audited metamorphic-crypto Rust core — the
same primitive used by the browser WASM build, so a proof produced or verified
here behaves byte-identically across native Rust, WASM, and this NIF.
This is the NIST P-256 sibling of MetamorphicCrypto.Vrf (Edwards25519). It
implements RFC 9381 ciphersuite 0x01: the P-256 curve, SHA-256, and
try-and-increment hash-to-curve. It exists so that MetamorphicLog's
KEYTRANS layer can offer the on-spec IETF KT_128_SHA256_P256 cipher
suite, whose VRF is defined as ECVRF-P256-SHA256-TAI.
See MetamorphicCrypto.Vrf for the general VRF concept and the index
privacy role in key transparency; the two modules share an identical API
shape and result contract, differing only in curve, lengths, and suite octet.
Post-quantum posture (honest framing)
This VRF is classical, and protects only index privacy
Like the Edwards25519 VRF, this is classical (elliptic-curve discrete
log) and protects exactly one property: KEYTRANS index privacy. Integrity,
authenticity, and the hash-based commitments are post-quantum and do not rely
on this VRF. Not FIPS-validated.
Encoding & wire format (base64 in, base64 out)
All arguments and results cross as base64 strings. Raw byte lengths
(before base64):
secret key  (SK) : 32 bytes   (big-endian secret scalar x)
public key  (Y)  : 33 bytes   (SEC1 compressed point)
proof       (pi) : 81 bytes   = Gamma(33) || c(16) || s(32)
output      (beta): 32 bytes  (a SHA-256 digest)
Correctness is pinned byte-for-byte by RFC 9381 Appendix B.1 test vectors.
Verification result shape
verify/3 distinguishes a cryptographic rejection from a structural
(malformed-input) error:
	{:ok, output_b64} — the proof is valid; output_b64 is the VRF output.
	:invalid — a cryptographic rejection (wrong key, tampered input/proof, or a
degenerate/non-canonical key, Gamma, or s).
	{:error, reason} — a structural failure (wrong-length key/proof, invalid
base64).


      


      
        Summary


  
    Types
  


    
      
        keypair()

      


        An ECVRF-P256 keypair, both fields base64-encoded (32-byte scalar / 33-byte
SEC1 point).



    





  
    Functions
  


    
      
        generate_keypair()

      


        Generate a fresh VRF keypair from the OS CSPRNG.



    


    
      
        output_len()

      


        Output (beta) length in bytes (32).



    


    
      
        proof_len()

      


        Proof (pi) length in bytes (81).



    


    
      
        proof_to_hash(proof_b64)

      


        Recover the VRF output beta (base64) directly from a proof pi, without
verifying it.



    


    
      
        proof_to_hash!(proof_b64)

      


        Same as proof_to_hash/1 but returns the output directly, raising on invalid
input.



    


    
      
        prove(secret_key_b64, alpha_b64)

      


        Produce a VRF proof pi (base64) for base64 alpha under a base64
secret_key.



    


    
      
        prove!(secret_key_b64, alpha_b64)

      


        Same as prove/2 but returns the proof directly, raising on invalid input.



    


    
      
        public_key(secret_key_b64)

      


        Derive the base64 public key for a base64 secret_key.



    


    
      
        public_key_len()

      


        Public-key length in bytes (33).



    


    
      
        secret_key_len()

      


        Secret-key length in bytes (32).



    


    
      
        suite()

      


        RFC 9381 ciphersuite octet for ECVRF-P256-SHA256-TAI (0x01).



    


    
      
        verify(public_key_b64, alpha_b64, proof_b64)

      


        Verify a VRF proof pi for alpha under public_key (all base64).



    





      


      
        Types


        


  
    
      
    
    
      keypair()



        
          
        

    

  


  

      

          @type keypair() :: %{secret_key: String.t(), public_key: String.t()}


      


An ECVRF-P256 keypair, both fields base64-encoded (32-byte scalar / 33-byte
SEC1 point).

  


        

      

      
        Functions


        


  
    
      
    
    
      generate_keypair()



        
          
        

    

  


  

      

          @spec generate_keypair() :: keypair()


      


Generate a fresh VRF keypair from the OS CSPRNG.
Returns %{secret_key: base64, public_key: base64}. The secret key is a
32-byte big-endian scalar; handle it as secret material.
Example
%{secret_key: sk, public_key: pk} = MetamorphicCrypto.VrfP256.generate_keypair()

  



  
    
      
    
    
      output_len()



        
          
        

    

  


  

      

          @spec output_len() :: pos_integer()


      


Output (beta) length in bytes (32).

  



  
    
      
    
    
      proof_len()



        
          
        

    

  


  

      

          @spec proof_len() :: pos_integer()


      


Proof (pi) length in bytes (81).

  



  
    
      
    
    
      proof_to_hash(proof_b64)



        
          
        

    

  


  

      

          @spec proof_to_hash(proof_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Recover the VRF output beta (base64) directly from a proof pi, without
verifying it.
Only the Gamma -> beta mapping; it does not check that pi is valid. Use
it only on a proof already verified with verify/3, or whose provenance you
independently trust. Returns {:ok, output_b64} or {:error, reason}.

  



  
    
      
    
    
      proof_to_hash!(proof_b64)



        
          
        

    

  


  

      

          @spec proof_to_hash!(proof_b64 :: String.t()) :: String.t()


      


Same as proof_to_hash/1 but returns the output directly, raising on invalid
input.

  



  
    
      
    
    
      prove(secret_key_b64, alpha_b64)



        
          
        

    

  


  

      

          @spec prove(secret_key_b64 :: String.t(), alpha_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Produce a VRF proof pi (base64) for base64 alpha under a base64
secret_key.
Returns {:ok, proof_b64} or {:error, reason}. The construction is
deterministic (RFC 6979 nonces): the same key and alpha always yield the same
proof.
Example
%{secret_key: sk} = MetamorphicCrypto.VrfP256.generate_keypair()
{:ok, pi} = MetamorphicCrypto.VrfP256.prove(sk, Base.encode64("identity index"))

  



  
    
      
    
    
      prove!(secret_key_b64, alpha_b64)



        
          
        

    

  


  

      

          @spec prove!(secret_key_b64 :: String.t(), alpha_b64 :: String.t()) :: String.t()


      


Same as prove/2 but returns the proof directly, raising on invalid input.

  



  
    
      
    
    
      public_key(secret_key_b64)



        
          
        

    

  


  

      

          @spec public_key(secret_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Derive the base64 public key for a base64 secret_key.
Returns {:ok, public_key_b64} or {:error, reason} (wrong length, a
non-canonical/zero scalar, or invalid base64).
Example
%{secret_key: sk, public_key: pk} = MetamorphicCrypto.VrfP256.generate_keypair()
{:ok, ^pk} = MetamorphicCrypto.VrfP256.public_key(sk)

  



  
    
      
    
    
      public_key_len()



        
          
        

    

  


  

      

          @spec public_key_len() :: pos_integer()


      


Public-key length in bytes (33).

  



  
    
      
    
    
      secret_key_len()



        
          
        

    

  


  

      

          @spec secret_key_len() :: pos_integer()


      


Secret-key length in bytes (32).

  



  
    
      
    
    
      suite()



        
          
        

    

  


  

      

          @spec suite() :: 1


      


RFC 9381 ciphersuite octet for ECVRF-P256-SHA256-TAI (0x01).

  



  
    
      
    
    
      verify(public_key_b64, alpha_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify(
  public_key_b64 :: String.t(),
  alpha_b64 :: String.t(),
  proof_b64 :: String.t()
) :: {:ok, String.t()} | :invalid | {:error, String.t()}


      


Verify a VRF proof pi for alpha under public_key (all base64).
Returns:
	{:ok, output_b64} — the proof is valid; output_b64 is the VRF output.
	:invalid — a cryptographic rejection (wrong key, tampered input/proof,
degenerate key/Gamma/s).
	{:error, reason} — a structural failure (wrong-length key/proof, invalid
base64).

Example
%{secret_key: sk, public_key: pk} = MetamorphicCrypto.VrfP256.generate_keypair()
alpha = Base.encode64("identity index")
{:ok, pi} = MetamorphicCrypto.VrfP256.prove(sk, alpha)
{:ok, beta} = MetamorphicCrypto.VrfP256.verify(pk, alpha, pi)
:invalid = MetamorphicCrypto.VrfP256.verify(pk, Base.encode64("other"), pi)

  


        

      


  

    
MetamorphicCrypto.Recovery 
    



      
Human-readable recovery keys for private key backup.
A recovery key is a 64-character string encoded with a custom base32 alphabet
(no I/O/0/1 to avoid confusion), formatted as 13 hyphen-separated groups:
ABCDE-FGHJK-LMNPQ-RSTUV-WXYZ2-34567-89ABC-DEFGH-JKLMN-PQRST-UVWXY-Z2345-6789
The recovery key encodes a 32-byte secret which can encrypt/decrypt the user's
private key as a backup mechanism.
Usage
# Generate a recovery key for the user to write down
{:ok, recovery_key, secret} = MetamorphicCrypto.Recovery.generate()

# Encrypt the user's private key for recovery backup
{:ok, backup} = MetamorphicCrypto.Recovery.encrypt_private_key(private_key, secret)

# Later, restore from backup using the recovery key
{:ok, restored_secret} = MetamorphicCrypto.Recovery.key_to_secret(recovery_key)
{:ok, private_key} = MetamorphicCrypto.Recovery.decrypt_private_key(backup, restored_secret)

      


      
        Summary


  
    Functions
  


    
      
        decrypt_private_key(ciphertext_b64, recovery_secret_b64)

      


        Decrypt a private key from a recovery backup.



    


    
      
        encrypt_private_key(private_key_b64, recovery_secret_b64)

      


        Encrypt a private key (base64) with the recovery secret for backup storage.



    


    
      
        generate()

      


        Generate a new recovery key.



    


    
      
        key_to_secret(recovery_key)

      


        Re-derive the 32-byte secret from a human-readable recovery key.



    





      


      
        Functions


        


  
    
      
    
    
      decrypt_private_key(ciphertext_b64, recovery_secret_b64)



        
          
        

    

  


  

      

          @spec decrypt_private_key(
  ciphertext_b64 :: String.t(),
  recovery_secret_b64 :: String.t()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Decrypt a private key from a recovery backup.
Returns {:ok, private_key_b64} or {:error, reason}.
Example
{:ok, private_key} = MetamorphicCrypto.Recovery.decrypt_private_key(backup, secret)

  



  
    
      
    
    
      encrypt_private_key(private_key_b64, recovery_secret_b64)



        
          
        

    

  


  

      

          @spec encrypt_private_key(
  private_key_b64 :: String.t(),
  recovery_secret_b64 :: String.t()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encrypt a private key (base64) with the recovery secret for backup storage.
Returns {:ok, ciphertext_b64} or {:error, reason}.
Example
{:ok, backup} = MetamorphicCrypto.Recovery.encrypt_private_key(private_key_b64, secret)

  



  
    
      
    
    
      generate()



        
          
        

    

  


  

      

          @spec generate() :: {:ok, String.t(), String.t()} | {:error, String.t()}


      


Generate a new recovery key.
Returns {:ok, recovery_key, recovery_secret_b64} where:
	recovery_key is the human-readable string to show the user
	recovery_secret_b64 is the 32-byte secret (base64) used for encryption

Example
{:ok, recovery_key, secret} = MetamorphicCrypto.Recovery.generate()
# recovery_key => "ABCDE-FGHJK-LMNPQ-..."

  



  
    
      
    
    
      key_to_secret(recovery_key)



        
          
        

    

  


  

      

          @spec key_to_secret(recovery_key :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Re-derive the 32-byte secret from a human-readable recovery key.
Case-insensitive. Hyphens are stripped automatically.
Returns {:ok, secret_b64} or {:error, reason}.
Example
{:ok, secret} = MetamorphicCrypto.Recovery.key_to_secret("ABCDE-FGHJK-...")

  


        

      


  

    
mix metamorphic_crypto.gen.key 
    



      
Generates a random 32-byte encryption key for use with MetamorphicCrypto.
$ mix metamorphic_crypto.gen.key

The output is a base64-encoded key suitable for:
	config :metamorphic_crypto, :secret_key (Ecto encrypted fields)
	config :metamorphic_crypto, :hmac_key (blind indexes)
	Any MetamorphicCrypto.SecretBox operation

Options
	--count or -n — number of keys to generate (default: 1)

Example
$ mix metamorphic_crypto.gen.key
Generated key:
xK7m2Fq9+PnNz3v...

Add to your config/runtime.exs:
    config :metamorphic_crypto, :secret_key, System.fetch_env!("METAMORPHIC_CRYPTO_KEY")


      




  

    
mix metamorphic_crypto.release 
    



      
Publishes metamorphic_crypto to Hex from your machine, in the correct order
for a precompiled-NIF package.
$ mix metamorphic_crypto.release

Hex has no OIDC/trusted-publishing, so this is intentionally a local,
one-command flow rather than CI automation: your HEX_API_KEY never has to
live in GitHub secrets. The command refuses to publish unless every
precondition is met.
What it does
	Verifies the working tree is clean.
	Verifies a git tag v<version> exists for the current mix.exs version.
	Verifies the GitHub Release for that tag exists and carries the
precompiled NIF assets (built by .github/workflows/release.yml).
	Runs mix rustler_precompiled.download MetamorphicCrypto.Native --all
to regenerate checksum-Elixir.MetamorphicCrypto.Native.exs against
those published assets.
	Stops so you can commit the regenerated checksum file.
	After you re-run with --publish, re-verifies the preconditions and prints
the mix hex.publish command for you to run (Hex publish is interactive
and uses your local HEX_API_KEY).

Typical sequence
# 1. bump @version in mix.exs, update CHANGELOG.md, commit
# 2. git tag vX.Y.Z && git push origin main --tags
# 3. wait for the "Build Precompiled NIFs" workflow to finish
$ mix metamorphic_crypto.release           # regenerates checksums
$ git add checksum-*.exs && git commit -m "Update NIF checksums for vX.Y.Z" && git push
$ mix metamorphic_crypto.release --publish # verifies, then prints the publish command
Options
	--publish — verify all release preconditions and print the final
mix hex.publish command to run. Without it, the task stops
after regenerating checksums so you can review and commit them.
	--yes — include --yes in the printed mix hex.publish command
(skips Hex's confirmation prompt).
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